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Abstract. To enhance data availability and durability, data replication across
multiple cloud servers has become a widely adopted strategy among data own-
ers. The Proof of Replication (PoRep) technique is often used to ensure the in-
tegrity of multi-replicas stored in multi-cloud servers in distinct, dedicated stor-
age, effectively preventing collusion where multi-cloud servers might store only
a single copy of the file. Various PoRep schemes also known as multi-replica
Provable Data Possession (PDP) have been proposed and applied to different
scenarios. While these protocols are more computationally efficient than apply-
ing single-replica PDP schemes to each file copy individually, they still incur
significant computational overhead in generating tags for all replicas and lack
explicit mechanisms for fault localization. In this paper, we introduce Rainbow-
PDP, a lightweight, provably secure multi-replica, multi-cloud public auditing
scheme without pairing. Rainbow-PDP allows data owners to generate multi-
ple replicas from an original file with minimal computational cost. Notably, it
eliminates the need to generate verification tags on replicas distributed across
various cloud providers. Instead, data integrity is assured by comparing proofs
on different replicas during the verification phase. In cases of verification failure,
the system can also locate corrupted replicas. Rainbow-PDP is proved to be se-
cure against untrusted colluding servers. Experimental results demonstrate that
Rainbow-PDP offers significant efficiency gains for both data owners and public
verifiers when compared to existing state-of-the-art solutions. We also explore
modifications to support efficient dynamic operations on data blocks, further
enhancing Rainbow-PDP’s practical applicability.

Keywords: Cloud Storage - Collusion Resistant - Data Outsourcing - Multi-
Cloud Servers - Multi-Replica - Public Auditing - Proof of Replication

1 Introduction

Cloud storage, has attracted a lot of interest in recent years by offering efficient and
scalable services with lower cost. Data owners outsource their data to cloud servers
instead of keeping them in local systems and authorized users from different places
can remotely access the outsourced data. However, loss of direct control over the data,
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raises several data security and privacy challenges. Some untrusted cloud servers may
put integrity of outsourced data at risk by manipulating the data or even deleting
rarely accessed parts of the data to free up some storage space. The notion of Provable
Data Possession (PDP) introduced by Ateniese et al. [2], guarantees the integrity of
outsourced data. In PDP protocols, the data file is divided into several blocks, and the
data blocks together with some metadata (tags) generated on them are outsourced to
cloud servers. These tags help the verifier to audit data blocks in verification phase
without downloading the data. In order to audit data integrity, verifier sends a small
random subset of block indices as a challenge to the server who returns a proof on
the specified data blocks that are hosted by it. Finally, verifier checks the returned
proof thus confirming data integrity. Extensive research has been done in this context
in recent years (e.g. [4,6,10-14, 17, 19, 21]). However, all of the above solutions only
audit the integrity of a single file copy stored at a cloud server. To increase the avail-
ability and durability guarantees on the outsourced data, multi-replica PDP schemes
were proposed by Curtmola et al. [5]. In a multi-replica PDP scheme, each data file
is replicated and multiple replicas are stored on multiple cloud servers. In case a file
copy is corrupted or even if a server storing some replicas is inaccessible, data is re-
constructed using data replicas hosted on other servers. Multi-replica PDP schemes
check the integrity of all file replicas stored on different cloud servers simultaneously
and efficiently. A multi-replica PDP protocol should meet the following main require-
ments [7]: (1) Outsourced file replicas are unique and distinct to prevent collusion of
untrusted servers. Otherwise, if file replicas are identical, colluding servers may free
up some storage space and only store one replica altogether, without being detected.
(2) The protocol verifies all file replicas by one challenge-response execution. Separate
verification of file replicas makes the scheme inefficient. (3) The protocol allows public
auditing so that anyone can audit the integrity of outsourced files on behalf of data
owners. A naive solution for multi-replica auditing is to leverage a single-replica PDP
scheme N times to separately audit N file replicas. MR-PDP scheme proposed in [5]
is computationally more efficient compared with this trivial solution. In MR-PDP, the
data owner first encrypts the original file and masks the encrypted file blocks with ran-
domness generated by employing different Pseudo-Random Functions (PRF) to gener-
ate distinct file replicas. The data owner also generates a set of tags on encrypted file
blocks and outsources them along with V file replicas to storage servers. All file repli-
cas are audited through one challenge-response interaction and in case some replicas
are lost/corrupted, MR-PDP can generate further replicas on demand with low cost.
However, MR-PDP scheme does not provide the third property discussed above (pub-
lic auditing) and only supports private verification. Various categories of Proofs of
Replication (PoRep), such as private/public replication and private/public verification,
have been explored in the literature. In private replication, the client generates the
encoded replicas during a pre-processing phase, while public replication involves out-
sourcing the entire replication process to a server. These categories include private
replication-private verification [1,5], private replication-public verification [15], and
public replication-public verification [9, 16]. Public replication is achieved by not us-
ing any secrets in file replication, making the process transparent as defined by File-
coin [9]. To counteract the generation attack, where a server generates a file replica
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on-the-fly when creating a proof, Lerner [16] used time-asymmetric encodings to slow
down the replication process. Filecoin [9] introduced “Seal”, slowable pseudo-random
permutations constructed using a block cipher in cipher block chaining mode, made
publicly verifiable with SNARKs [3]. This slow replication property makes it nearly
impossible for an adversary to generate replicas just-in-time when responding to a
challenge.

Slow encoding schemes rely on timing assumptions. PoRep schemes that use tim-
ing assumptions require users to set a security parameter for the verifier timeout and
necessitate the prover to submit proofs within a specific time frame. However, an ad-
versary with substantial computational power can still generate a correct proof before
the timeout. To maintain security, users must set a large security parameter, which
significantly increases computational costs when creating file replications. The high
computational cost of generating tags for each file replica makes these schemes im-
practical for real-world applications. Additionally, most existing PoRep schemes do not
explicitly address fault localization. In the event of audit faults, if the faulty replication
cannot be quickly identified, all replications must be verified sequentially, resulting in
a highly inefficient verification process. These challenges led us to explore a more prac-
tical solution for secure, lightweight multi-replica, multi-cloud storage auditing with
public verifiability. Our approach does not rely on timing assumptions and ensures
rapid fault localization.

1.1 Contributions

In this paper, we propose Rainbow-PDP: a provable secure lightweight multi-replica
multi-cloud public auditing scheme without pairing?. The name is inspired by the dif-
ferent colors of rainbow depicting different file replicas. The main contributions of
RainBow-PDP can be summarized as follows:

C1. In Rainbow-PDP, the data owner generates different replicas from the original
data file in a computationally efficient manner leveraging the proposed linear en-
coding algorithm. Moreover, no verification tags are generated on file replicas
outsourced to different storage servers. Specifically, verification algorithm uses
the idea of comparing proofs on distinct encoded replicas, instead of verifying
all storage proofs separately, to ensure data integrity in the verification phase.
Addtionally, in case of verification failure, the verifier can quickly and efficiently
locate the corrupted replicas.

C2. Rainbow is formally proved to achieve soundness in the presence of colluding
malicious servers. From a performance perspective, experimental results showcase
the scalability and efficiency of our scheme for both the data owner and the public
verifier. The data owner and verification costs in Rainbow are independent of file
size, which enhances its scalability with regards to large files. Furthermore, tag-
free and pairing-free structure of Rainbow-PDP makes the protocol lightweight
and suitable for entities with weak resources (e.g. commodity smartphones).

* Pairing, also referred to as a Bilinear Map [8], is a fundamental operation in numerous crypto-
graphic protocols, commonly known as pairing-based cryptographic schemes. However, it is
associated with significant implementation overhead, making it computationally expensive.
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1.2 Paper Organization

The rest of the paper is organized as follows. In section 2, we discuss system and se-
curity model and notations used throughout the paper. In section 3, a detailed design
of RainBow-PDP is proposed. Security of our mechanism is proved in section 4 while
section 5 gives the performance evaluation. section 6 investigates dynamic RainBow-
PDP, and finally section 7 concludes the paper.

2 Problem Statement

This section introduces the system model, scheme outline, and the security model used
in this paper.

2.1 System Model

The system model of our multi-replica PDP scheme as shown in Figure 1 consists
of four entities: Data Owner (DO), Cloud Orchestrator (CO), Cloud Storage Provider
(CSP), and Third Party Auditor (TPA).

- DO, who wishes to outsource a data file to the cloud performs the following tasks:
(1) Divides the data file into a number of blocks and encrypts each individual block
using a secure symmetric cipher; (2) Generates several different replicas based on
the encrypted original file; (3) Sends file replicas to CO and deletes all data from
his local storage.

— CO serves as the intermediary between CSPs and DO/TPA. Upon receiving file
replicas from the DO, CO distributes replicas to target CSPs. Also in the auditing
phase, CO receives the challenge from TPA and forwards it to the target CSPs. CO
next collects the returned storage proofs and sends them to the TPA.

— CSP possesses a pool of storage/computation resources to provide storage services
to DOs and save their data. It also generates proof of data possession on the TPA’s
demand.

— TPA audits the integrity of all outsourced replicas on behalf of the DO. To this
end, the TPA sends a challenge to CO who forwards it to the corresponding CSPs.
The CSPs generate proofs on their stored replicas based on the challenged blocks
and send them back to CO. The CO then forwards all collected proofs to the TPA.
Finally, the TPA verifies the proofs and identifies the corrupted replicas in case
the verification fails.

2.2 Scheme Outline

Building on the previously discussed system model, we now present the algorithmic
structure and protocol syntax of a multi-replica PDP scheme. The Setup, KeyGen, and
RepGen algorithms are carried out by the DO. The Challenge and ProofVerify algo-
rithms are performed by the TPA, while the ProofGen algorithm is jointly executed
by CSPs and CO.
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Fig. 1: The system model in this paper. 1) Data Owner (DO) sends file replicas to Cloud
Orchestrator (CO). (2) CO distributes file replicas to available Cloud Service Providers
(CSPs). (3) CSPs store the file replicas. (@) Third-Party Auditor (TPA) sends a challenge
to CO. (5 CO responds with proofs collected from CSPs, which TPA verifies. (6) TPA
sends the audit report to DO.

Definition 1 (Multi-Replica PDP).

- Setup (1¥) — param. The algorithm input is security parameter 1* and its output
is the system parameters param.

- KeyGen(1*, param) — (ki, ko, K). DO runs this algorithm with inputs security
parameter 1% and public parameters param, and generates private parameters prv.

- RepGen(prv, F*) — {F;}1<i<n. DO executes this algorithm by taking private pa-
rameters prv and original data file F'* as input and generates N different file replicas
{F;}1<i<n as output.

- Challenge(param) — chal. The TPA runs this algorithm on input param and outputs
a challenge chal to check all file replicas’ integrity.

- ProofGen(param, chal, {F; }1<i<n) — {mi}1<i<n. Each CSP executes this algo-
rithm to generate proof for integrity of all replicas it stores. The inputs are file replica
F;, public parameters param, and challenge chal, and the output is w; as the integrity
proof for replica F;. The CO collects all integrity proofs {m; }1<i<n-
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- ProofVerify (param, chal, {m; }1<i<n) — {0, 1}. The TPA who runs this algorithm
takes param, chal, and {m; }1<i<n. The verification passes if all proofs {m; }1<i<n
are valid and it outputs 1; otherwise it outputs 0.

2.3 Security Model

In PDP mechanisms, the CO and CSPs are not considered fully trusted in the sense
that they may try to hide data loss/corruption from the TPA in order to maintain
their reputation. Besides, the TPA is assumed to be honest-but-curious meaning that,
it honestly executes all the protocol steps and returns the real auditing report to the
DO. However, it may try to learn information about the data content.

A PDP scheme should provide correctness and soundness as defined below.

Definition 2 (Correctness). If CO, CSPs and the TPA honestly follow the prescribed
protocol actions, then the proofs returned by the CO must pass the verification performed
by the TPA.

Soundness. This property guarantees that untrusted CO and CSPs cannot mislead the
TPA into passing verification when the data has been compromised. Figure 2 outlines
the detailed soundness game setup between an adversary 4 and a challenger B.

Definition 3 (Soundness). A Multi-Replica PDP (MR-PDP) scheme achieves soundness
if for any probabilistic polynomial time (PPT) adversary A

Advy ' _pppalk) == Pr[SNDyr—ppp.a(k) — 1] < negl(k),

where SNDyrr—ppp,a(k) is defined in Figure 2.

Setup Phase. Challenger 5 runs the Setup and KeyGen algorithms to generate private
parameters prv and the public parameters param. He then forwards param to A.

Query Phase. A can adaptively query B as follows: A sends a query on input (F*, N) to
obtain NN replicas of original file F'* it selects (RepGen Query). The challenger generates
N different file replicas { F; }1<i<n using RepGen algorithm and forwards them to A. A
stores file F'* and its corresponding replicas {F; }1<;<n. At any time, A can choose to
continue the query phase or go to the next phase.

Challenge Phase. Challenger B generates a chal by running Challenge algorithm to audit
afile F* which has been queried in the Query phase and sends chal to A. A outputs a proof
of possession under chal by executing ProofGen algorithm. The adversary is provided with
the result of ProofVerify algorithm which checks the proof validity.

Forgery Phase. Finally, the adversary A outputs proof P on all replicas of some file in its
storage. A wins the game if ProofVerify algorithm on P passes and P is not equal to local
proof computed by challenger B using ProofGen algorithm on real data.

Fig. 2: SNDyr—ppp,a(k) experiment.
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3 RainBow-PDP Construction

In this section, we present the construction of RainBow-PDP which consists the main
contribution of this paper. RainBow-PDP is a tuple of six algorithms (Setup, KeyGen,
RepGen, Challenge, ProofGen, ProofVerify). Table 1, provides a list of all notations
used in RainBow-PDP.

Table 1: Notation
Notation Definition
G A multiplicative cyclic group
The prime order of group G
A prime much smaller than q.
Generator of group G
Security parameter
P, 0 Two pseudo-random functions defined as 1) :
Zp x {0,1}°2N — Z*and 0 : Z; x
{07 1}10g2 n+logy N N Z:Zk

T R Q

% A secure symmetric cipher
F* The original data file divided into n blocks
(b1,...,bn)
F The encrypted data file denoted as F' =
(mi,...,mn)
{Fi}i<i<n The set of N file replicas, where the ith replica
is denoted as F; = (m;1,...,Min)
d Number of servers storing file replicas
{L1,...,Lq} Set L = [1,N] is divided into d subsets

{L1,...,Lq}, where Lj includes the replica
indices stored at server Sk

Ny, Number of elements in subset Ly,
p Secret random element chosen by TPA in chal-
lenge phase

Setup : This algorithm takes the security parameter 1*, and selects multiplicative
cyclic group G with prime order ¢ = ©(2%) and g as generator of G. We also define two
PRFs ¢ : 2} x {0,118 N — Z* and 0 : Z} x {0, 1}!o82"Hog2 N, 7% and a secure
symmetric cipher Ex(-). The public parameters are param = (¢,G,g,v,0, Fx). A
data file F™* is divided into n blocks b; € Z, denoted as F* = (b1, ..., by,).

KeyGen : DO selects two random seeds k1, k2 € Z; as the input secret keys to the
pseudo-random functions 1 and 6, respectively. He also chooses K as the secret key of
the symmetric encryption scheme F (.). DO shares k1, ko with the TPA via a secure
channel but keeps prv = K confidential.

RepGen : DO first encrypts the original file F'* and obtains the encrypted file F' =
(ma, ..., my), where m; is symmetric encryption of block b;, m; = Ek (b;), for all
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1 < j < n. Next, DO generates N distinct replicas of file F' denoted as {F; }1<i<n,
where the i'" replica F; = (my1,. .., m4y,) is generated as follows:

1. Q5 = d}]ﬁ (Z)
2. Bij =0k, (i || j), foralll <j <m
3. my; = a;m; + Bij(mod q), forall 1 < j <n.

Assume d as the number of CSPs which are going to store IV file replicas. DO
divides the set L = [1, N] into d subsets L = {L1,..., Ly}, where L; includes the
replica indices to be stored at server Sj. Assume the number of elements in subset Ly,
is N.. Obviously, N = 32¢_, Ny, L = U}_, Ly, and for i # j: L; N L; = @. The DO
sends ({F;}1<i<n, {Lk}1<k<d) to CO who forwards file replicas which indices are
the subset Ly, to the corresponding server Si. The DO may then delete the original
file and the replicas from its local storage.

It should be noted that RepGen algorithm can be divided into two online/offline
phases. That is, since the pseudo-random functions v, 6 are independent of the file
content, they can be calculated offline. Therefore, the online phase of RepGen only
contains computing the linear combination m;; = a;m; + B;;(mod ¢) which has
lightweight operations (modular addition/multiplication) and can be executed very
fast.

Challenge : To challenge the integrity of all copies of file F', the TPA selects a ran-
dom c-element subset J C [1,n] as the block indices to be challenged in the auditing
process and for each j € J chooses a random value y; € Z,. It also picks random
p € Zq and sends chal = ({(j,y;)}jes,C = g”) to CO who sends it to all d servers
storing at least one copy of file F'.

ProofGen : Server Si, based on the received challenge chal = ({(j,y;)}jes,C =
g”), generates an integrity proof for each and every file replica F; where i € Ly, as
follows:

1. Computes p; = ZjeJ yjmi;(modgq), as the combination of the challenged blocks.
2. Computes m; = C* and sends back {m; };cr, as all proofs of replicas it stores to
CO.

Finally, CO collects all proofs {{m; }icr, }1<k<a = {mi}1<i<n and sends {m; }1<;<n
back to the TPA.

ProofVerify : Uponreceiving proof {m; }1<;< n, the TPA first computes o;; = ¢, (),
Bij =0k, (¢ ]| 7),foralll <i < Nand1 < j < n.This step is a one-time computation
for all challenges. Next, it verifies the proof through the following procedure.

1. Forall1 <4 < N computes: 3; = >, ; y;Bij(mod q) and Z; = (Z5; )“%

2. The verification passes if Z1 = Zy = ... = Zy;, and fails otherwise.

RainBow-PDP also locates the corrupted replicas in case the ProofVerify algorithm
fails. Specifically, if verification fails and the value Z; is not equal to other values, it
can be deduced that the corresponding replica [ is corrupted.
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Remark. We highlight that there is no TagGen algorithm in RainBow-PDP and no
verification tags are generated on the file blocks in our scheme. Technically, the de-
signed comparison between proofs returned on different replicas acts instead of tags to
ensure data integrity in RainBow-PDP. As a result, the computation/communication
overheads of generating/sending tags which is a great cost in previous schemes is
omitted here. More details will be presented in the experimental results section (sec-
tion 5).

4 Security Analysis of RainBow-PDP

In this section, we show correctness and prove security against server (soundness) for
RainBow-PDP. We also discuss security of the protocol against colluding servers.

Theorem 1. [Correctness] If the CO, the CSPs and the TPA honestly follow the protocol,
the generated proof can pass ProofVerify in RainBow-PDP as in Definition 2.

Proof. To show this, without loss of generality we show two values Z;, Zj, correspond-
ing to two proofs m;, 7, generated based on protocol are equal:

1 [OL NS
= (ﬁ)“i
CZjesvimis 1
= —m o
CXjesvilaimi+Biz) 1
= o ag
C% Zjes¥imi+ijesvibij 1
= CBi

o
C%i Xjes¥imithi 1

s

Zi = (Cﬂi)

CBi o
(O™ Tier vimyya;

= CXies Yimi )

Writing the same equalities for Z, also yields C2%i7 %™ which shows that if the
proofs are generated based on intact file replicas, then the values Z; and Z, would be
equal.

Theorem 2. [Soundness] If 1 and 0 are secure PRFs, SE is IND-CPA secure, Rainbow
satisfies soundness as in Definition 3 in the random oracle model.

Proof. The public verifier sends a challenge ({(j, y;) }je.s, C) to CO who forwards it to
all servers. A valid response to the challenge for replica F; = (m;1, ..., m;,) has the
form m; = CHi, where pi; = ) jeg Yimij. But, here we assume that the CSP storing
replica F; cheats and sends a forged proof 7, = C*i, where i/ = . jes Yimi; =
> jes Yi(mij + A;). The vector A = (Aq, Ay, ..., A,) is nonzero which means at
least one block m;; is modified. The Z values (which were introduced in ProofVerify

algorithm) for the valid proof 7; = C* and the forged proof 7/ = C'*i are as follows:

T |1 T

)T 2= (

3

Z;i = ( Cg )i )
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Now, since both proofs 7;, 7 pass the verification, we have Z; = Z! and so, the RHS
of both equations are equal:
/
Ti A _ T \A
(Cﬂi )i = (C’ﬁi )
(CZjeJ yimi; (CzjeJ yimi;

R

o

i

C'Bi C'Bi
C2jes Yimij 4 O2jes ¥ilmij+4;)
CBi = CBi )
= (C’Zje,] yjAj)a% -1
= ZyjAj =0 (3)
jeJ

Without loss of generality, we assume there are ¢ < ¢ nonzero elements in vector
A = {A;}je. Accordingly, number of tuples (y1, . . ., yc) satistying > ; y; 4, =0,
where y; € Z,, is at most ¢° 1. As {y, } je.s values are randomly selected by the TPA

in each challenge, the probability of holding Equation 3 is at most q;j < ‘1;:1 =
é. Since q is a prime number with order ¢ = ©O(2%), é is negligible and the proof
completes.

Proof Sketch of Collusion Resistance. In Theorem 2 we proved that malicious CSPs have
negligible advantage in forging a proof on corrupted data, and passing ProofVerify al-
gorithm. However, consider a scenario where malicious CSPs collude and make same
changes in all file replicas. Since the terms «; differ for difference replicas 1 < i < N,
even if the same changes are made in replicas, Z; values would not be equal. Specif-
ically, lets assume a value ¢ is added to tth block denoted as my;, for all replicas
1 <4 < N.The modified block would be equal m;; + § = (a;m¢ + Bit) + d (since the

servers do not know values «;, B;+, they cannot modify the original block to m; + d).
1

Now, in Equation 1 the sixth equality modifies to (C% 2=ses ¥imiT¥:d) a7 — Cier Vi mj+y"+f.
Since «; values are different for all replicas 1 < ¢ < N and unknown to servers, the
terms Z; = e Vi e are not equal for different replicas and ProofVerify algo-

rithm fails. Moreover, since each CSP stores a distinct replica, collusion among CSPs

to share only one replica and claim all copies are stored correctly is ineffective due to

proof of Theorem 2. Therefore, RainBow-PDP is resistant to collusion attacks.

5 Performance Evaluation

In this section, we first evaluate all the overheads in RainBow-PDP. Next, the experi-
mental results corresponding to these overheads are proposed.

5.1 Overhead Analysis

Let Mwul, Exp and Pair denote modular multiplications, exponentiations and pair-
ings, respectively. Also, index of the operation represents group that the operation is
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Table 2: Performance comparison

MR-PDP [5] ID-PMDP [7] RainBow-PDP

DO Computation

RepGen|Ex + NnR NEg Ex + Nn+1)R

TagGen |2nEzpzy +nMulz + 2Nn(Ezpg + Mulg) |0
nH

Epo]*V d.Mulg

Server Computation (¢ — 1).Mulzj*v +|c.(Expe + Mulc) +|c.Mulz, + Expc

TPA Computation 2N  + ¢ +|(eN+s+3).Expg+|cN.Mulg, +
1).Ezpzy, + (N +|(cN + s).Mulg +|2N.Ezpc +
c—&—N).MulZ]*V + c.H|3Pair N.Mulg

Communication Cost  |logac + 2|q| + 1024N |logac + 2|q| + (2s +|c(|n| + |¢]) + (N +
2)lq| D]l
Server Storage Cost N|F| + 1024n N|F| 4+ Nn|q| N|F|

-DO is for data owner. Parameters N, n, d, and c respectively denote number of: file replicas, blocks
in each replica, servers storing file replicas and number of challenged blocks in an auditing task.

defined in, for example M ulg means multiplication over G. R denotes random num-
ber generation operation which is implemented using pseudo-random functions. H
denotes a secure deterministic hash-and-encode function that maps strings uniformly
to QR y. Furthermore, additions in Z, are omitted from overhead analysis, since they
have nearly negligible cost.

Computation Overhead. The computation for the data owner includes generating file
replicas (RepGen) and generating tags on file blocks (TagGen). For RepGen, the data
owner first encrypts each block of the original file. Next, generates IV distinct copies
of encrypted file F' denoted as { F} }1<;<n, where for each copy {F;}, a random value
a; = Y, (1) and n random values 3;; = 0y, (i || 7),1 < j < n are generated. There-
fore, RepGen cost for data owner equals to Ex + N(n + 1)R. Besides, TagGen cost
for data owner is 0 in RainBow-PDP, since no verification tags are generated on file
blocks in our scheme.

The TPA first generates a set of ¢ random values to challenge data integrity which
introduces only a negligible cost. Second, it runs ProofVerify algorithm to check the

proof returned by server, by computing 3; = >, ;y;8i; and Z; = (Z; )% for all
1 <4 < N which has the total cost cN.Mulz, + 2N.Expg + N.Mulg.

The cost for generating each proof m; = C** in ProofGen algorithm run by server
is equal to c.Mulz, + Expg. It should be noted that Table 2 represents the cost of

generating a single proof for all three schemes.

Communication Overhead. The communication cost is introduced by challenge-response
phase in the protocol. In challenge chal = ({(j,y;)}jers, C = g”), the terms y;, C are
elements of Z, and G. Hence, the communication cost is ¢(|n| + |¢|) + |g| bits, in
which |g| is the element length of Z,, and |n| is the length of an index j. Also, proofs
{m; }1<i<n have communication overhead equal to N|q| bits.
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Storage Overhead. The storage space required for storing N file copies is equal to
N|F|. However, since in our scheme no verification tags are generated on the file
blocks, nothing more than file replicas are stored at the cloud servers. So, the total
storage overhead of RainBow-PDP is N|F|.

Table 2 summarizes the total overheads of RainBow-PDP discussed above and also
makes a comparison with two well-known multi-replica PDP schemes.

5.2 Experimental Results

In this section, we evaluate the efficiency of our scheme which we implemented on a
laptop with configuration Intel 17-3470 3.20 GHz processor, 4 GB memory and Win-
dows 7 operating system using MIRACL library [18]. The computational costs for data
owner, cloud storage providers and TPA are evaluated by performing experiments in
this setting. We note that F (.) was implemented with AES-128 as a standard sym-
metric cipher. Furthermore, since in practice block ciphers are used in most instances
where a pseudo-random function is needed, we also implemented pseudo-random
functions with AES-128 in our experiments.

Figure 3 depicts the total costs (RepGen+TagGen) for processing the entire file F
at data owner side by increasing the file size from 2 MB to 20 MB, with an increment
of 2 MB in each test. Equivalently, number of file blocks n changes from 125,000 to
1,250,000, with an increment of 125,000 in each test. We also generated 20 file replicas
in each experiment. Since the schemes have different orders we show them in two
distinct plots for better visibility. As can be seen in Figure 3, RainBow-PDP has great
advantage at user side compared with MR-PDP [5] and ID-PMDP [7]. For example,
processing a file of size 20 MB requires 0.1787 seconds in RainBow-PDP, while this
time is 9443.9 and 188100 seconds for MR-PDP and ID-PMDP, respectively. This con-
firms the lightweight behavior of RainBow-PDP which makes it suitable for resource-
constrained users.
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Fig. 3: Data owner processing time for the entire file

Figure 4 and Figure 5 illustrate experimental results at server and TPA sides, re-
spectively. According to [2], if ¢ fraction of the data file is corrupted, the probability
of detecting corruption is p = 1 — (1 — t)¢, where ¢ is the number of challenged
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blocks in Challenge algorithm. For example, if 1% of a file is corrupted, for detection
probability 0.9, ¢ = 230 blocks should be challenged in the auditing process. Figure 4
demonstrates the simulation results of generating one proof in ProofGen algorithm at
each server for detection probability changing from 0.5 to 0.99. We also considered
20 servers each storing one file replica (20 total replicas) in our simulations. From Fig-
ure 4, we see that RainBow-PDP and MR-PDP have similar proof generation times,
and both are about 100 times more efficient than ID-PMDP for detection probability
0.9.
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Fig. 4: Proof generation time at the server side for a 1% corrupted file

In Figure 5, auditing time at the TPA side for the tree protocols is compared. As can
be seen in this figure, our scheme outperforms the two other schemes for computation
cost at TPA side. Specifically, for detection probability 0.9, the TPA in RainBow-PDP
requires 0.2512 seconds to simultaneously audit 20 file replicas, while the relevant
times for MR-PDP and ID-PMDP are 1.1324 and 17.3547 seconds, respectively.
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Fig. 5: Auditing time at the TPA side for a 1% corrupted file

6 Dynamic RainBow-PDP

In RainBow-PDP, the coefficients (;; = 0, (¢ || j) depend on the index j of block
m;;. Therefore, RainBow-PDP does not support efficient dynamic operations on data
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blocks. More precisely, when a user inserts or deletes a single block in outsourced file,
all block indices after the inserted/deleted block change, and so their 3;; coefficients
require re-computation which makes insert/delete operations expensive.

Here, we slightly modify RainBow-PDP to enable data owners (DOs) dynamically
modify outsourced file blocks. This includes insert, delete or update operations on
file blocks. To this end, we employ the concept of virtual index introduced in [20],
[22]. Specifically, the coefficients are modified to 5;; = 0k, (¢ || id;;), where id;; =
{vij, hij} is named as identifier of block m;;. Parameter v;; is virtual index of block
mg; and h;; = H(mg; || vi;), where H : {0,1}" — Z is a secure hash function
and ¢’ is a prime much smaller than ¢. Virtual index of block m;; is firstly set to
v;; = j.0, where J is a system parameter. Virtual indices determine the block orders
and parameters h;; make the block identifier id;; dependent on the block content m;;
which makes the scheme secure against replace/replay attacks. More Technically, the
details of Modify algorithm in Dynamic RainBow-PDP is as follows.

Modify.
—Insert.

1. To insert a block m;; into the outsourced file, DO first computes v;; = (v;j—1 +
vij) /2, hi; = H(mj; || vi;) andid;; = {v];, h};}. Next, he sends m;; to the server
and id;; to the TPA.

2. The server and the TPA respectively insert m/ ;and z'd;j in the 5" position related
to file F;. However, virtual indices and therefore identifiers of the blocks after the
modified block remain unchanged. Therefore, 3;; coefficients do not require an

update, and the insert operation is accomplished efficiently.
—-Delete.

1. In order to delete block m;; from the data stored at the server, DO sends the block
index to the server and TPA.

2. The CSP and the TPA delete the corresponding position from their database. How-
ever, virtual indices of the blocks after the deleted block remain unchanged.

-Update.

1. To update the j" block with a new value m};, DO calculates h}; = H(m/; || v;)
and id;; = {vij, h};}, with the same virtual index v;;. Next, he sends m;; to the
server and id;; to the TPA.

2. The server and the TPA update the ;' position related to file F; with the new

!/ - J! :
values m;; and id;;, respectively.

We note that the DO should make same modifications in all file replicas stored at
different CSPs. If he fails to do so, the file replicas will not pass ProofVerify algo-
rithm. Furthermore, in Dynamic RainBow-PDP, the TPA keeps a list of block identi-
fiers {{id;; }1<j<n}1<i<n. Later in ProofVerify algorithm, the TPA computes f3,; =
Ok, (i || idij) and B; = 3. ; y;Bij based on id;; values in its storage. Therefore, Dy-
namic RainBow-PDP incurs an extra storage cost on the TPA side in comparison to the
basic RainBow-PDP protocol. Besides, since the core algorithms of Dynamic RainBow-
PDP (RepGen, ProofGen, ProofVerify) are the same as the ones in basic RainBow-PDP,
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correctness and soundness of Dynamic RainBow-PDP can be shown through the same
arguments as in Section 4 and hence we avoid repeating them here.

Remark. Table 3 makes a high-level comparison between RainBow-PDP and two
selected prior protocols and gives an overview of important features that RainBow-
PDP achieves.

Table 3: Feature list and comparison between RainBow-PDP and two existing well-known
schemes

Scheme ||\ 0 pDP[5] |ID-PMDP[7] ||RainBow-PDP
Feature
Data Dynamics No No Yes
Identify Corrupted Replica || Yes No Yes
Lightweight User Computations||No No Yes'

Lthis is because RainBow-PDP has no TagGen/Pairings in its design.

7 Conclusion

In this paper, we introduced Rainbow-PDP, a novel multi-replica public auditing scheme
without pairing, designed to minimize computational overhead, particularly for data
owners. The scheme enables data owners to generate multiple replicas of the original
data file with minimal cost, without the need to create verification tags for file blocks.
The tag-free and pairing-free structure of Rainbow-PDP makes it particularly well-
suited for resource-constrained cloud users, such as those utilizing standard smart-
phones or other low-power devices. File replicas are outsourced to various storage
providers, and during the verification phase, the auditor compares integrity proofs
across the replicas, serving as a substitute for traditional tags to ensure data integrity.
In the event of verification failure, the verifier can easily locate corrupted replicas. We
provided a security proof demonstrating the scheme’s soundness. Performance eval-
uation confirm the superior efficiency of Rainbow-PDP compared to state-of-the-art
methods. Additionally, we discussed how to support efficient dynamic operations on
data blocks by making slight modifications to Rainbow-PDP.
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