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1. Introduction

This Special Issue is dedicated to developments in cybersecurity and includes a number
of theoretical perspectives. The main focus is to highlight current and evolving challenges
so that the reader is able to inform themselves of the factors and processes at work that
give rise to a rapidly changing landscape of cybersecurity threats and challenges that need
to be recognized and addressed. Choo [1] makes reference to this and voices concern
regarding the form cyber-attacks take and why a strategic approach is needed to counteract
the actions of cyber criminals. By deepening our understanding of the threat landscape,
it helps to understand the motives of those carrying out cyber-attacks and also identify
and utilize the resources required to counteract such actions. It is clear, however, that those
carrying out cyber-attacks may do so as a result of certain motivations [2], which may be
economic in nature or rooted in political or socio-cultural factors [3]. Due to the persistent
nature and sophistication of those carrying out cyber-attacks, more needs to be done to
safeguard society. For example, more attention needs to be given to proactive defense
systems that draw on a range of cybersecurity approaches. Establishing how organizations,
governments and society can be better protected and withstand current and evolving
cyber-attacks is of particular interest to all those concerned with keeping society safe. This
suggests that a proactive approach needs to be adopted to counteract cyber-attacks [4]. It
can be argued that failing to keep people safe will lead to more disruption and discomfort
as those carrying out cyber-attacks gain confidence and become more determined to cause
harm. Successful cyber-attacks result in uncertainty and confusion and are assisted by
disinformation campaigns. Those affected by cyber-attacks become concerned that the
systems and mechanisms in place are insufficient to protect them. They become disoriented
in the sense that they question if people in society can place their trust in those responsible
for keeping them safe. This highlights the importance and value of cybersecurity research
and reinforces the fact that policy makers must not become complacent in terms of what
needs to be done to raise the profile of cybersecurity researchers.

W) Check for updates In addition, academic researchers and policy makers need to provide attention to
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research into the aspects of cybersecurity and making links with other fields of study;, it is
possible to uncover solutions to unique and evolving threat-related problems.

Research into cybersecurity can be considered a positive investment from society’s
point of view. Those carrying out cyber-attacks are developing their knowledge and ex-
pertise and translating this into new forms of attack. Hence, cybersecurity intervention is
required to counteract the actions of those launching cyber-attacks. Governments around
the world are concerned with the nature of such attacks and are keen to support academic
research that studies various aspects of the problem and generates solutions. The follow-
ing quotation from Harknett and Stever ([6], p. 2) reinforces the role of government in
terms of cybersecurity provision: “First, is the essential recognition that cyber threats pose
a national security challenge. Cyber threats are more serious than a nuisance or crime.
Second, intergovernmental management problems are inevitably a part of the cyber chal-
lenge. State and local governments are destined to be key actors in meeting future cyber
threats. Third, involving state and local governments will facilitate partnerships with the
private sector corporations that operate critical cyber infrastructure. Finally, the general
population, the end users of computer technology, must be mobilized and involved in any
successful cybersecurity”.

Accepting that more has to be done to protect people in society, especially the young,
the elderly and those deemed vulnerable, means that cybersecurity researchers will in
the years ahead be under more pressure to undertake research that is of benefit to soci-
ety and at the same time is considered value for money. Ensuring that the appropriate
countermeasures are developed and put in place is the responsibility of policy makers,
company representatives and academic researchers, and requires a collective approach to
be successful. To achieve this, cybersecurity guidelines need to be in place that take into
account the capabilities and requirements of different users [7]. It is because of this that cy-
bersecurity is not to be thought of as being the priority of a few. The fact that cybersecurity
is complex and requires an interdisciplinary and multidisciplinary approach to research is
receiving attention. It is with this in mind that we are pleased to make reference to a range
of contributions in the Special Issue that emanate from various researchers throughout
the world. These cutting-edge research papers are available due to the dedication and
commitment of those working hard to produce new knowledge. Without their dedication,
this Special Issue would not have been possible. Indeed, the papers in this Special Issue
contain a unique collection of insights from various studies that offer practical insights,
advances in theoretical understanding, exhibit review-oriented appreciation and critical
discourse, and display conceptual appreciation of a rapidly evolving body of knowledge.

Those instigating cyber-attacks are known to fall within various categories ranging
from ideologically driven and disruptive to highly organized and harmful. It is the objective
of this Special Issue to make clear how research into cybersecurity can be used to solve
existing and recurring cybersecurity problems. It can be noted, therefore, that some
contributions draw extensively on cross-border working relationships and the pooling
of knowledge. Some contributions are derived from specific research groups that have
critical depth in a known area of study. It is hoped that the collection of papers will
stimulate further research and result in new research collaborations. Indeed, by extending
the boundaries and identifying new and related bodies of knowledge, it should be possible
to provide cybersecurity solutions that integrate distinct and new areas of knowledge such
as business continuity management, crisis and emergency management, organizational
resilience, and risk management.

https:/ /doi.org/10.3390/app16115312


https://doi.org/10.3390/app16115312

Appl. Sci. 2026, 16, 5312

30f5

2. An Overview of the Published Articles

The collection of articles does much to advance our knowledge of the developments
in cybersecurity, and it is pleasing to see the range and depth of material, evidencing a
vibrant research community. It is with great pleasure, therefore, that we start with the first
contribution, which is in fact a review. Hossain et al. focus on the issues and challenges
confronting the local government and outline a framework that provides an understanding
of how local government representatives can view the cybersecurity landscape. The
work makes clear the knowledge gaps that need to be filled and places cybersecurity
within the context of security domains. The PRISMA protocol is made reference to and of
particular interest is the classification of data that local government representatives deal
with. Cyber-attacks on local governments do much to deepen our understanding of the
problem and thus the barriers are given attention. The cybersecurity tools made reference
to can be considered solutions to overcome the challenges cited. Of particular interest are
the assessment frameworks and standards, and insights relating to cybersecurity policies.
The recommendations provided for local governments should allow relevant policies to be
devised and implemented.

The second contribution is by Ryu et al. Reference is made to the cybersecurity vulner-
abilities of IT infrastructures with specific attention given to rapid digital transformation
and network expansion. Specific malware threats, such as Industroyer, Triton, NotPetya,
and BlackEnergy3, are studied and a layered security architecture is proposed that has a
unified defense strategy. The researchers argue for an integrated approach to counter the
actions of cyber attackers and offer much depth in terms of analyzing major cybersecurity
threats in relation to SCADA and SIS systems.

Alabdulatif presents a hybrid ensemble learning-based intrusion detection framework
that integrates deep learning and traditional ML algorithms with explainable artificial
intelligence vis-a-vis real-time cybersecurity applications. An artificial neural network
and support vector machine are used and so is a random forest to improve detection
performance. Reference is made to network-based cyber-attacks and detail is provided
regarding the model’s construction.

Next, Al-Zubaidie and Jebbar inform us about a security protocol in relation to digital
cryptocurrency wallets, which are protected by the XSalsa20 algorithm. Reference is made
to traditional security techniques for lending systems and security in blockchain-based
lending systems. This is followed by greater insight into the security of the lending system
and the core concepts of loans. The XSalsa20 algorithm is outlined, and this is followed by
the proposed lending protocol process. An assessment is offered and this is followed by
concluding remarks.

Qiu et al. add to our understanding of network theory by proposing a quantitative
analysis method for the influence of power cyber—physical cross-domain attack paths based
on graph knowledge. They detail electric powercyber physical coupling characteristics and
follow up with a method for constructing an attack graph. A comprehensive cascading
failure analysis is provided. This is followed by the coupling relationship between networks
in the power cyber-physical integration system. Following an experimental simulation
analysis is a discussion. Of interest is insight into the cascading failures of the physical
space system, which the reader can gain much knowledge about.

Park et al. pay attention to the constraints of isolated network environments and
bring to the fore the limitations of existing security frameworks. The authors adopt an
international focus by comparing and analyzing multi-level security (MLS) models in the
US and Korea. An outcome of the research is MLS classification criteria and a proposed
zero-trust-based MLS model. Park et al. substantiate their work by outlining the risks they
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include and go on to substantiate their approach by including proposed security controls.
Further depth and insight is provided through the inclusion of attack scenarios.

The seventh contribution is authored by Pu and Wan. Their focus is on Advanced Per-
sistent Threat (APT) malware, and more specifically an APT malware detection model that
is based on heterogeneous multimodal semantic fusion (HMSF-ADM). A DPCFTE module
is provided to enhance local semantic representations and two models are referred to.

A systematic investigation into vulnerabilities of event-based person Re-ID models is
provided by Woo and Lee. The authors undertake research into Re-ID modes operating
on five-channel event voxels. Their findings suggest that due to the certain nature of
event-based person Re-ID, there is susceptibility in terms of gradient-based exploits. The
authors put forward the view that robustness-aware design and defense mechanisms in
event-based surveillance systems need to be given consideration.

The volume concludes with a paper by Alabdulatif and Thilakarathne relating to threat
hunting. Taking cognizance of the threat landscape in healthcare, the authors summarize
cybersecurity of the smart health domain, consider deception technology within smart
health ecosystems and advocate the design of the cyber threat-hunting platform. The
results and analysis of threat intelligence data leads to a number of recommendations.

3. Conclusions

This Special Issue achieves much in the sense that it builds on previous work in the
field of advances in cybersecurity and provides a firm grounding in advanced cybersecurity
applications that will help government, industry, academia and people in society be better
protected from cyber-attacks. The approaches outlined by the authors will do much to
promote interdisciplinary and multidisciplinary research in the area of cybersecurity, and
related areas of study. The work being done on threat detection, for example, will continue
to gain momentum from the insights provided by researchers that put effort into devising
and running models and cooperating with other researchers to produce frameworks that
can yield policy recommendations. Cybersecurity research is vibrant and will continue
to expand and give rise to new conceptual and theoretical breakthroughs, which can be
considered timely and beneficial for all the stakeholders in society.
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