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ABSTRACT The growing complexity and frequency of cyber threats in cloud environments call for
innovative and automated solutions to maintain effective and efficient incident response. This study tackles
this urgent issue by introducing a cutting-edgeAI-driven cyber incident response system specifically designed
for cloud platforms. Unlike conventional methods, our system employs advanced Artificial Intelligence
(AI) and Machine Learning (ML) techniques to provide accurate, scalable, and seamless integration with
platforms like Google Cloud andMicrosoft Azure. Key features include an automated pipeline that integrates
Network Traffic Classification,Web Intrusion Detection, and Post-Incident Malware Analysis into a cohesive
framework implemented via a Flask application. To validate the effectiveness of the system, we tested it using
three prominent datasets: NSL-KDD,UNSW-NB15, and CIC-IDS-2017. The RandomForest model achieved
accuracies of 90%, 75%, and 99%, respectively, for the classification of network traffic, while it attained
96% precision for malware analysis. Furthermore, a neural network-based malware analysis model set a new
benchmarkwith an impressive accuracy rate of 99%. By incorporating deep learningmodels with cloud-based
GPUs and TPUs, we demonstrate how tomeet high computational demandswithout compromising efficiency.
Furthermore, containerisation ensures that the system is both scalable and portable across a wide range of
cloud environments. By reducing incident response times, lowering operational risks, and offering cost-
effective deployment, our system equips organizations with a robust tool to proactively safeguard their
cloud infrastructure. This innovative integration of AI and containerised architecture not only sets a new
benchmark in threat detection but also significantly advances the state-of-the-art in cybersecurity, promising
transformative benefits for critical industries. This research makes a significant contribution to the field of
AI-powered cybersecurity by showcasing the powerful combination of AI models and cloud infrastructure
to fill critical gaps in cyber incident response. Our findings emphasise the superior performance of Random
Forest and deep learningmodels in accurately identifying and classifying cyber threats, setting a new standard
for real-world deployment in cloud environments.

INDEX TERMS Cyber incident, digital forensics, artificial intelligence, machine learning, cloud security,
Incident response, NSL-KDD, UNSW-NB15, CIC-IDS-2017.

I. INTRODUCTION

INRECENTyears, the proliferation of cyber attacks target-
ing organisations across various industries has reiterated

the critical need for robust incident response capabilities.

According to the UK government’s Cybersecurity Breaches
Survey in 2024 [1], the 2024 Report on the Cybersecu-
rity Posture of the United States by the Office of the
National Cyber Director, the ENISAThreat Landscape (ETL)
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Report 2024 [47] and IBM’s Cost of aData BreachReport [2],
a significant percentage of businesses and charities have
experienced breaches or attacks, with alarmingly low adop-
tion rates of formal incident response capabilities (IR). [3].
Consequently, there is a pressing demand for organisations to
invest in incident response capabilities to protect against data
breaches and cyber threats [4]. Organisations with well-tested
Incident Response (IR) capabilities and high levels of AI
and ML integration for threat detection and response demon-
strated substantially lower data breach costs, as highlighted
by IBM’s 2024 Cost of Data Breach report [2]. This shows
how essential it is for organisations to embrace AI and ML
technologies to improve their cybersecurity posture [40].
This study investigates howAI contributes to cybersecurity

and explores the potential to apply it in cloud environments to
address associated challenges. It proposes a novel system that
uses AI and machine learning techniques to enhance cyber-
security within cloud environments. The proposed system
includes three main components; a network traffic classifier,
a web intrusion detection system (WIDS) and a malware
analysis system.

The proposed system stands out through its integration
of real-time feature engineering, modular containerisation
for scalability, and lightweight agents for efficient log col-
lection in the Web Intrusion Detection System (WIDS).
By dynamically adjusting contamination ratios based on
domain-specific scenarios, it significantly reduces false pos-
itives while maintaining high accuracy in diverse cloud
environments. In addition, the system leverages a honeypot
subsystem for proactive threat detection, continually updat-
ing the models with real-world attack data. This seamless
multi-cloud deployment strategy, supported by Docker and
Kubernetes, ensures adaptability to emerging threats, setting
it apart from traditional reactive security solutions like Splunk
and CrowdStrike.

The network classifier uses real-time traffic capture to
analyse ongoing network activity for anomalies poten-
tially indicative of malicious behaviour. The NSL-KDD
dataset [10],UNSW-NB15 [12], and CIC-IDS-2017 [11],
which are widely recognised benchmarks for network traffic
analysis, collectively serve as the foundational datasets for
training and evaluating our classifier [36]. By effectively
classifying incoming traffic in real time based on this rich set
of features, the classifier can significantly improve network
security by enabling the prompt identification and mitigation
of potential cyberattacks [13].
The Web Intrusion Detection System (WIDS) focusses

on detecting suspicious behaviour in web traffic to prevent
unauthorised access [4]. This is achieved by extracting infor-
mative features from standard HTTP server logs. The key
innovation of this design lies in its real-time deployment and
distributed data collection using lightweight agents on web
servers. This ensures efficient log collection and minimises
the impact on individual servers [27]. Anomaly detection
employs the Isolation Forest algorithm, which is effec-
tive in high-dimensional datasets commonly encountered in

security applications. To reduce false positives, the appli-
cation triggers alerts only when the number of detected
anomalies exceeds a predefined threshold, which can be
optimised by the network administrator after assessing and
factorising the associated risks, based on the assumption that
real-world attacks often involve rapid bursts of activity [6].

The Malware Analysis system streamlines the process of
analysing suspicious files to determine if they are mali-
cious [26]. It achieves this by first extracting key features
such as string, Import Address Table (IAT), and callback
servers from training binaries and then using them to train
a model. The model adopts a combined model architecture
to mitigate false positives. It uses the Random Forest model
as the primary model, complemented by a secondary model,
the Keras TensorFlow model [20]. Both models were trained
on a comprehensive dataset obtained from VirusTotal.com.
The system follows a logical flow, in which uploaded files
undergo initial processing and classification. If the initial
model predicts a high likelihood of malicious content, the file
is classified as ‘‘Malicious’’, and a detailed analysis report is
generated. A secondary deep learning model is invoked for
precise prediction of files with uncertain classification [21].
This paper represents a concerted effort to explore the

practical application of AI techniques in the domain of
digital forensics, with a specific focus on developing an
AI-enabled cyber incident investigation framework tailored
for deployment in cloud environments. Using the capabili-
ties of AI and machine learning (ML), this research seeks
to enhance the efficacy and efficiency of digital forensics
processes, allowing organisations to better detect, analyse
and mitigate cyber threats in cloud infrastructures. Through
comprehensive investigations, this work delves into three
distinct AI and ML applications of digital forensics: Network
Traffic Classification, Web Intrusion Detection, and Mal-
ware Analysis Systems. These applications are meticulously
integrated within leading cloud platforms such as Google
Cloud and Microsoft Azure to facilitate forensic operations
effectively [22].
The findings derived from this research shed light on sev-

eral critical aspects of AI-driven digital forensics. Firstly,
the suitability of the Random Forest algorithm emerges
prominently for classification tasks, demonstrating robust
performance in distinguishing between various network
behaviours and identifying potential threats. Furthermore,
integrating deep learning models opens new horizons in
Malware Analysis, underscoring the potential for enhanced
accuracy and efficacy in digital forensic tasks. In addition,
this research underscores the effectiveness and scalability
of cloud environments as hosting platforms for AI and ML
systems. By harnessing cloud infrastructures’ computational
power and flexibility, organisations can significantly enhance
their digital forensic capabilities, thereby overcoming the
constraints of traditional on-premises solutions.

Furthermore, the exploration of container technology
underscores its pivotal role in facilitating the deployment
and scalability of AI and ML-driven digital forensics
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systems within cloud environments. The agility and resource
efficiency offered by containerisation presents compelling
advantages for organisations seeking to streamline their
forensic operations and adapt dynamically to evolving cyber
threats. In conclusion, this research presents a novel and
pragmatic approach to combating cybercrime in cloud envi-
ronments, leveraging the synergistic potential of Artificial
Intelligence and cloud resources.

II. RESEARCH QUESTIONS AND CONTRIBUTION
This research represents an important contribution to the
cybersecurity domain, as well as a complete proposal of
an AI-enabled cyber incident response system tailored for
cloud environments. Unlike traditional systems, the proposed
system capitalises on the strengths of ML models such as
Random Forest and Deep Learning to enhance detection
accuracy and efficiency during incident response within the
cloud infrastructures; it has provided real-time analysis and
classification of cyber attacks with promising results, which
vary from Network Traffic Classification. Furthermore, the
innovative use of container technology, which ensures scal-
ability and operational efficiency, allows the current and
further growth in the rapidly emerging sophistication level
of these cyber threats in a digital world. Therefore, this
contribution can underpin AI’s potential to revolutionise
cybersecurity and establish a robust, scalable framework
to ensure its adoption across different cloud platforms—
a standard-setting incident response methodology. In this
research, our research questions are formulated as follows.

RQ1 How would the integration of AI within cyber
incident response systems precisely enhance detection and
response capabilities against emerging cyber threats in cloud
environments?

RQ2 How would a unified AI-led system that includes a
traffic classifier, malware analysis, and web intrusion detec-
tion enhance the effectiveness and efficiency of cyber incident
investigations within cloud settings?

RQ3 How do cloud platforms like Google Cloud and
Microsoft Azure actuate scalability and versatility in the
deployment of AI-led systems, and what is the contribution
of a T-pot [35] in model development and an ELK Stack in
log gathering and visualisation in proactive threat detection?

III. RELATED WORK
This section synthesises research related to digital forensics
and incident response systems in cloud environments and
the integration of Artificial Intelligence (AI) and Machine
Learning (ML) within these domains. The selected papers
shed light on various methodologies, frameworks, and tech-
nologies to enhance cyber forensic capabilities and address
emerging challenges in cloud computing security.

A. INCIDENT RESPONSE AND INVESTIGATION IN CLOUD
ENVIRONMENTS
Several works have been done to address incident detection
and response in cloud environments. Stelly and Roussev [18]
introduced SCARF, a container-based software framework

designed to enable digital forensic processing at cloud scale.
Their work contributes to the field by advocating for the use
of containers to address critical issues in digital forensics,
providing practical insight into integration capabilities and
performance considerations. However, the absence of exper-
iments in actual cloud environments limits the assessment of
the scalability and full potential of SCARF.

Hemdan and Manjaiah [23] presented a cloud forensics
investigation model centred on Digital Forensics as a Ser-
vice (DFaaS). Their contribution lies in emphasising the
deployment of forensic servers within the cloud service
providers’ infrastructures to enhance evidence collection
and analysis. Although the performance and features of the
model show promise, its reliance on proprietary cloud envi-
ronments restricts its general applicability to public cloud
deployments.

Dykstra and Sherman [24] introduced FROST, a trusted
digital forensics tool specifically designed for the OpenStack
cloud computing platform. A key contribution of FROST is
its focus on ensuring evidence integrity, enabling the reliable
acquisition of virtual disks and API logs. However, its lim-
ited compatibility with OpenStack platforms presents chal-
lenges for broader applicability across heterogeneous cloud
infrastructures.

Edington and Kishore [33] proposed a comprehensive
forensics framework for cloud computing featuring a central
forensic server and an external forensic monitoring plane.
The framework addresses key challenges in cloud forensics
and provides valuable insights into evidence management.
However, its reliance on on-premise resources and lack of
validation in actual cloud environments call for further testing
to ensure its robustness and scalability.

Ben-Shimol et al. [49] propose an innovative ontology-
based framework that converts serverless audit logs into a
unified activity knowledge graph, thereby powering situa-
tional awareness tools such as an incident response dashboard
and a criticality of asset risk assessment framework. Their
method capitalizes on the static analysis of log data to reveal
contextual relationships within managed serverless environ-
ments. On the other hand, our research ventures beyond log
transformation by deploying a comprehensive AI-powered
system that integrates real-time network traffic classification,
web intrusion detection, and post-incident malware analysis
using deep learning models. This dynamic approach, under-
pinned by containerized deployment and cloud-based GPU
acceleration, not only enables immediate threat detection but
also scales efficiently to accommodate evolving cyber threats
in diverse cloud environments.

RCInvestigator [50] presents an interactive framework that
transforms cloud audit logs into a knowledge graph, enabling
experts to manually explore and annotate the root causes of
anomalies through a multi-stage, human-machine collabora-
tive process. This visual approach provides deep, interpretive
insights into anomaly origins but depends heavily on expert
involvement for its reasoning steps. By contrast, our research
adopts a fully automated strategy that integrates real-time
network traffic classification, web intrusion detection, and
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hybrid malware analysis using deep learning models and
containerized deployment.

In summary, while these works have made significant
contributions to digital forensics and incident response, they
often fall short in terms of scalability, integration across
diverse platforms, or practical validation in real-world cloud
settings. These gaps highlight the need for solutions like
the one proposed in this research, which aim to address
these limitations by integrating advanced AI techniques and
containerisation for scalable and robust incident response in
cloud environments.

B. AI AND ML IN DIGITAL FORENSICS AND INCIDENT
RESPONSE
Various studies have explored integrating AI and ML into
the Digital Forensics and Incident Response (DFIR) pro-
cess. Zewdie and Girma [25] proposed a hybrid AI/ML
model for IoT security in cloud environments, combin-
ing supervised, unsupervised, and reinforcement learning
to analyze cloud-based big data efficiently. Their key con-
tribution is leveraging deep learning for feature extraction
and classification while emphasizing the need for large
datasets like CIADA and Packt. However, their approach
lacks a detailed evaluation of zero-day attack handling and
computational efficiency on resource-constrained devices.
In contrast, our research introduces real-time feature engi-
neering and containerized deployment, ensuring scalability
for large-scale cloud security applications. By optimizing
deep learning models for cloud-based GPUs and TPUs,
our system enhances both efficiency and threat detection
capabilities.

Baptista et al. [42] proposed a novel approach to malware
detection by transforming binary files into images and using
Self-Organizing Incremental Neural Networks (SOINN) for
analysis. While their method reports promising accuracies
for file types such as PDFs and DOCs, its generalizabil-
ity to other malware formats and the computational cost of
image processing for real-time applications remain uncertain.
In contrast, our malware analysis system extracts key fea-
tures from binaries and employs a hybrid model combining a
Random Forest classifier with a deep learning model (Keras
TensorFlow) to achieve robust detection across diverse mal-
ware types. This approach not only delivers superior accuracy
(up to 99%) but also leverages containerized deployment for
scalable, real-time operation in cloud environments.

Du et al. [37] investigated the application of AI in
digital forensics, emphasizing its potential to automate evi-
dence processing and reduce case backlogs. Their study
highlights the promise of AI-based tools in expediting investi-
gations but provides limited details on the specific techniques
and their performance across diverse forensic tasks. Our
research presents an AI-driven cyber incident detection and
response system tailored for cloud environments. Unlike
Du et al.’s broad approach, our system leverages container-
ized microservices for network traffic classification, web
intrusion detection, and malware analysis ensuring real-time,

scalable processing and robust computational performance in
dynamic, cloud-based settings.

Balushi et al. [39] underscore the potential of machine
learning in digital forensics by reviewing various algo-
rithms such as Support Vector Machines, Decision Trees,
K-Nearest Neighbors, Naïve Bayes, Principal Component
Analysis, Logistic Regression, Singular Value Decomposi-
tion, and Apriori for automating evidence processing and
improving investigative accuracy. While their paper provides
a broad overview of these techniques across diverse forensic
scenarios, it stops short of a detailed examination of the spe-
cific implementation mechanisms and a critical comparison
of each algorithm’s strengths and weaknesses. Our system
not only implements a hybrid machine learning framework
for real-time cyber incident detection and response but also
rigorously evaluates our models in terms of accuracy, compu-
tational efficiency, and scalability within cloud environments.
This in-depth analysis bridges the gap by offering actionable
insights into the selection and deployment of ML techniques
for practical digital forensics.

Qadir and Varol [28] highlighted the crucial role of
machine learning in addressing challenges in digital foren-
sics, proposing applications such as link analysis and fraud
detection. Despite its insightful analysis, the paper lacked
empirical validation of the proposed techniques. Addition-
ally, it overlooked potential drawbacks associated with using
machine learning in this context, such as the substantial
amount of training data required and the possibility of
bias within the algorithms. In general, the paper provides
a jumping-off point for exploring the potential of machine
learning in digital forensics.

Hilmand et al. [29] conducted a survey study on the appli-
cation of ML in digital forensics, providing information on
various algorithms used for tasks such as access controls
and image distortion detection. The authors discussed various
applications of ML in the field without delving into the
specific strengths and weaknesses of each application. Addi-
tionally, the paper did not address the potential drawbacks of
using ML, such as algorithm overheads and inherent biases.

Rughani [32] proposed a digital forensic framework that
uses artificial intelligence to improve tool performance and
minimise user interaction. However, it remains unclear how
the framework would address the handling of entirely new
types of cybercrime that are not included in its training
data. Although the suggested framework shows potential as
a viable solution, it still needs a thorough evaluation and
validation of the results it claims to achieve. In contrast, our
work incorporates a dynamic update mechanism that contin-
uously integrates new threat data and is rigorously validated
under real-world conditions, thereby enhancing adaptability
and robustness against emerging cybercrimes.

Dunsin et al. [31] developed a multi-agent framework for
digital investigations, highlighting reduced time for integrity
checks of evidence files. Despite promising results, the
framework would benefit from validation in various cloud
environments. Our research addresses this gap by implement-
ing and thoroughly evaluating our framework across diverse
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TABLE 1. Summary of related works.

cloud platforms, ensuring its robustness and adaptability in
real-world scenarios.

Dunsin et al. [16] explored the use of reinforcement learn-
ing (RL) to enhance malware investigation during cyber inci-
dent response. Their approach focuses on optimizing forensic
decision-making through RL-based automation, improving
efficiency and response times. While their method demon-
strates potential, challenges such as the explainability of RL
models, computational costs, and scalability in real-world
deployments remain underexplored. Our research differs by
integrating a multi-layered AI-driven cyber incident response
system that includes post-incident malware analysis. Unlike
reinforcement learning-based approaches, our system lever-
ages a hybrid model combining Random Forest and deep
learning (Keras TensorFlow) for malware detection, con-
tainerized deployment for scalability, and real-time feature
extraction to ensure rapid and precise threat identification in
cloud environments.

The reviewed literature showcased the growing signifi-
cance of AI and ML in improving digital forensics and
incident response capabilities while highlighting the need for
empirical validations and practical implementations to realise
their full potential in cloud environments. Table 1 summarises
the most relevant related works and provides a comparison
with our proposed system, demonstrating its unique advan-
tages . Unlike other related works, our system integrates a
honeypot environment, enabling proactive threat detection.
Additionally, the system’s versatility is demonstrated through
its ability to operate on multiple public cloud platforms and
process diverse data sources. Incorporating SIEM visualisa-
tion provides a holistic view of security events, enhancing
overall system effectiveness. By combining these innova-
tive features, the proposed system presents a more robust

and adaptable solution to address contemporary security
challenges [17].

IV. METHODOLOGY AND IMPLEMENTATION
In this section, we present the methodology employed in
this research and outline the systematic approach used to
achieve the study objectives. This section covers the design,
development, and deployment of the system in detail.

A. SYSTEM DESIGN AND DEVELOPMENT
1) OVERALL SYSTEM
Our research proposes a novel AI-powered system with a
three-tier architecture for efficient cyber threat detection
and investigation. This architecture leverages containerisa-
tion technology to isolate and deploy various functionalities
across three distinct environments: Production, Honeypot and
DFIR, as illustrated in Figure 3. The production environment
securely hosts critical infrastructure that the customer needs,
ensuring production data’s integrity, availability, and confi-
dentiality. It also securely mirrors network traffic to the DFIR
Environment VPC for analysis by AI models. The honeypot
environment, a core component of our system’s innovation,
uses a T-Pot honeypot to strategically attract and deceive
attackers [35]. This deception facilitates the collection of
valuable training data for our AI models that continuously
learn.

The DFIR environment acts as the central hub for analysis.
It houses a suite of security applications consisting of trained
models that will perform predictions on new data points,
including a network attack classifier that performs real-time
classification on network traffic. Furthermore, a storage
bucket in the DFIR environment leverages the Malware
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FIGURE 1. Framework for data management and analysis.

Analysis system (hosted on a separate subnet) to analyse
suspicious files and perform static analysis. Subnet 3, con-
sidered the nerve centre, hosts the ELK stack (Elasticsearch,
Logstash, and Kibana) for centralised storage and analysis
of logs generated by the ML models. These logs enriched
with insights from production and honeypot environments
empower analysts to identify patterns and anomalies that
might indicate potential threats. The final subnet, Research
and Development, acts as a bridge between the honeypot
environment and the system. Labelled training data from
the honeypot and the computing power provided by the
cloud facilitate a continuous model training and deployment
pipeline, ensuring our AI models stay up-to-date with evolv-
ing threats.

Figure 1 shows the proposed framework for data analysis
employed in our end-to-end AI system construction, which
served as the guiding structure for this research. This ten-
step process, beginning with defining the business problem
and culminating in the deployment of the trained model, was
utilised to develop the AI system presented here. Following
data selection and collection, the framework emphasised data
pre-processing and feature engineering to prepare the infor-
mation for model training and evaluation. An iterative loop
was adopted, where model performance was assessed and
potentially required revisiting earlier stages in the framework
for refinement. In subsequent subsections, we also investigate

various techniques for deploying AI applications within a
secure and efficient architecture. Table 8 summarises the
specific security problems addressed and the corresponding
algorithms employed.

The data flow diagram presented in Figure 2 shows the
connectivity and multiple pipelines implemented in the sys-
tem. The system design allows for centralised management
through the cloud infrastructure, enabling efficient monitor-
ing and analysis. This architecture supports ongoing research
and development, contributing to improved threat detection
and response capabilities as shown in Figure 3.

2) THE NETWORK TRAFFIC CLASSIFIER
Securing critical infrastructure is paramount and network
security plays a vital role in this endeavour. Attackers often
exploit vulnerabilities within network systems, making net-
work traffic analysis a crucial tool for defence. Network
traffic is a rich source of data that contains valuable infor-
mation on the ongoing activity of the network illustrated in
Table 2. To effectively identify and mitigate potential threats,
we propose the development of a network traffic classifier.

The algorithm 1 illustrates the functioning of Network
Traffic Classification. This classifier will leverage real-time
network traffic capture, allowing for online analysis of net-
work activity.

628 VOLUME 3, 2025



Farzaan et al.: AI-Powered System for an Efficient and Effective Cyber Incidents Detection and Response

FIGURE 2. Proposed system data flow diagram.

TABLE 2. Performance comparison of algorithms for traffic
classification.

NSL-KDD is a classic benchmark dataset with 41 features
and 38 attack categories, capturing both connection-based
and content-based attributes. It remains a valuable resource
for detecting traditional intrusion types, such as DoS, R2L,
U2R, and Probe attacks. CIC-IDS 2017 [11] represents mod-
ern real-world traffic with 80 characteristics that cover both
flow-based and content-based characteristics. It includes con-
temporary attack types such as Brute Force, DDoS, and
Infiltration, making it highly relevant for evaluating current
threats. UNSW-NB15 [12] introduces 49 features that reflect
a hybrid testbed environment, capturing complex attacks
such as Fuzzing, Backdoors, and Shellcode. This data set
allows the classifier to handle next-generation sophisticated
cyber threats with the feature categories described in Table 3.
By training the classifier on each dataset separately, we assess

Algorithm 1 Network Traffic Classification Using Random
Forest
Require: Training data: Network traffic dataset D =

{(x1, y1), (x2, y2), . . . , (xN , yN )}
1: where xi is a feature vector and yi is the attack type label.

Ensure: Traffic Classification modelM
Pre-process data

2: Read data from CSV files.
3: Drop irrelevant features (e.g., flags, protocols, services).
4: Separate features (X) and labels (y).
5: Split data into training and testing sets:

(Xtrain, ytrain), (Xtest , ytest ).
6: Standardize features using StandardScaler.

Build Random Forest modelM
7: Define a Random Forest classifier with a desired number

of estimators (e.g., 100).
8: Set random state for reproducibility (e.g., 42).
9: Train modelM on (Xtrain, ytrain).
10: Evaluate model M on (Xtest , ytest ) using metrics

(e.g., accuracy, classification report).
11: return Trained Traffic Classification modelM

its performance and adaptability across a wide range of attack
vectors and traffic environments, ensuring a comprehensive
evaluation of its capabilities, as detailed in Algorithm 2.
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TABLE 3. NSL-KDD dataset feature categories with general descriptions.

Algorithm 2 Cloud-Based Malware Classification With
LSTM
Require: Training data: executable file

(d1, l1), (d2, l2), . . . , (dN , lN )
1: where di is a file and li is its label. Number of classes: C
2: Maximum vocabulary size: V
3: Maximum sequence length: T

Ensure: Trained malware classification modelM
4: Preprocess text data:
5: Tokenize files (di) into sequences of integers

(w1
i ,w

2
i , . . . ,w

|di|
i ).

6: Pad sequences to uniform length (w1
i ,w

2
i , . . . ,w

T
i ).

7: Encode labels: Convert text labels (li) to numerical labels
(yi).

8: Split data into training and testing sets:
(Xtrain, ytrain), (Xtest , ytest ).

9: Build LSTM modelM :
10: Define a sequential model.
11: Add Embedding layer with vocabulary size V and

embedding dimension E.
12: Add LSTM layer with hidden units H.
13: Add Dense layer with C output units and sigmoid acti-

vation for C classes.
14: Compile modelM :
15: Set optimizer (e.g., Adam).
16: Set loss function (binary_crossentropy for binary classi-

fication, categorical_crossentropy for multi-class).
17: Set metrics (e.g., accuracy).
18: Train modelM on (Xtrain, ytrain) for a desired number of

epochs.
19: Evaluate model M on (Xtest , ytest ) using metrics

(e.g., accuracy).
20: return Trained malware classification modelM

By effectively classifying incoming network traffic in
real-time based on this rich feature set, our classifier can
significantly enhance network security by enabling prompt
identification andmitigation of potential cyberattacks. Unlike
existing monolithic solutions, this novel approach to net-
work traffic classification by containerizing key compo-
nents into distinct engines: the Capture Engine, Feature
Engine, and Model Classifier, offers modularity and flex-
ibility, enabling users to independently scale and deploy
each component according to their specific requirements.
This approach streamlines feature extraction by automating
feature engineering from PCAP files, facilitating seamless

integration with diverse network environments. The network
traffic classifier application encompasses a comprehensive
and modular design workflow tailored to handle the com-
plexities of real-time network traffic analysis within cloud
environments. The logical design unfolds through three
interconnected components, each contributing crucial func-
tionalities to the overall system. Firstly, the packet capture
engine serves as the foundational component, leveraging
the Scapy library to capture network packets continuously.
Operating within its designated container, this engine lis-
tens on specified interfaces, intercepts network traffic, and
stores captured packets in PCAPfiles for subsequent analysis.
Secondly, the packet analysis module, encapsulated within
another container, reads the captured PCAP files, extracts
connection-based statistics, and transforms them into struc-
tured datasets suitable for predictive modelling. Using the
pre-trained machine learning model during the development
phase, it predicts predefined attack labels. Finally, integrated
into a separate container, the alerting mechanism monitors
prediction outcomes and triggers alerts in real-time upon
detecting anomalous network behaviour. These alerts serve
as actionable insights for security analysts, enabling timely
responses to potential threats. This containerised architec-
ture ensures scalability, flexibility, and isolation, facilitating
seamless deployment, management, and scalability of the net-
work traffic classifier application within diverse computing
environments.

3) WEB INTRUSION DETECTION SYSTEM
This research implements a web intrusion detection system
leveraging real-time anomaly detection techniques. Anomaly
detection, in the context of network and host security, identi-
fies unusual activities that may signify an attacker’s presence.
However, traditional anomaly detection often struggles to
define ‘‘normal’’ behaviour, leading to a high rate of false
alarms. This research aims to address this challenge by
employing AI for anomaly detection within the specific
domain of web application security. The system focuses on
extracting informative features from standard HTTP server
logs.

Although these logs offer only a partial view of the overall
network traffic, they still contain key features that can be
extracted, as illustrated in Table 4. Building a dependable and
comprehensive feature set is essential for the effectiveness of
the anomaly detection process. By examining these character-
istics, the system can detect anomalies that can signal various
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FIGURE 3. Proposed system detailed architecture.

types of attacks, including those identified in the OWASPTop
Ten [46].

The key novelty of this design lies in its real-time deploy-
ment and distributed data collection. Each web server can
deploy a lightweight agent responsible for collecting and
forwarding logs promptly to the Web Intrusion Detection
System (WIDS). This agent-based approach ensures efficient
log collection and minimises the impact on individual web
servers. The WIDS utilises a shared volume accessible by
the virtual machine (VM) and the deployed container. This
shared volume facilitates efficient storage and access to the
collected logs for real-time analysis.

Anomaly detection identifies unusual activity that devi-
ates from established patterns of normal behaviour. Common
approaches include:

• Statistical Metrics: Analysing deviations from statistical
properties like mean, standard deviation, or frequency
distribution.

• Unsupervised Machine Learning: Employing algo-
rithms that learn patterns from unlabelled data to identify
outliers.

• Goodness-of-Fit Tests: Evaluating how well a data sam-
ple fits a pre-defined statistical model.

• Density-Based Methods: Identifying anomalies as data
points located in low-density regions of the feature
space.

This application leverages the Isolation Forest algorithm
due to its effectiveness in high-dimensional datasets often
encountered in real-world security applications. The isolation
forest works by isolating potential anomalies by randomly
partitioning the data. Instances that are easier to isolate are
likely anomalies, while those requiring deeper partitioning
are more likely to be normal data points. A critical aspect of
anomaly detection is defining the threshold for flagging data
points as anomalies.

In this web intrusion detection system, optimising the
hyperparameters of the Isolation Forest algorithm was essen-
tial to achieve reliable anomaly detection using server log
files. Initially, we set the sample size (num_samples) to
1,000, which defines the number of data points used to build
each isolation tree. This value was later increased to 10,000
to evaluate scalability and enhance performance, signifi-
cantly improving the model’s ability to detect outliers in
larger datasets. The random state parameter (random_state),
responsible for reproducibility, was refined through multi-
ple tests. After experimenting with various values, it was
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TABLE 4. Features generated from HTTP server logs.

optimised to 100, ensuring consistent model training with-
out impacting overall performance. A novel approach was
used to determine the optimal contamination ratio by sim-
ulating specific attack scenarios (e.g., path traversal attack)
and analysing the model detection rate. This technique lever-
ages domain knowledge about potential attack vectors to
fine-tune the contamination threshold for real-world appli-
cations. We tested contamination levels of 0.001, 0.01, and
0.1. After extensive testing, a contamination ratio of 0.01 pro-
vided the best balance between anomaly detection sensitivity
and minimising false positives, making it the most effective
for this system. More detailed test results are provided in
the Results section. The systematic optimisation of these
hyperparameters led to a model that successfully balances
computational efficiency and detection accuracy, tailored
for real-time web intrusion detection in dynamic server
environments.

Due to the inherent difficulty of acquiring perfectly
representative datasets for all scenarios, continuous moni-
toring and adaptation are essential for robust security. This
application prioritises simplicity and efficiency by using
a single container. The container performs the following
tasks:

• Reads HTTP access logs from web servers.
• Pre-processes the log data by converting it to a pandas
data frame for manipulation in Python.

• Generates features mentioned in Table 4 for anomaly
detection from the log data.

• Sends the extracted features to the trained Isolation For-
est model for real-time anomaly detection.

To reduce false positives, the application triggers alerts
only when the number of detected anomalies exceeds a pre-
defined threshold. This approach is based on the assumption
that real-world attacks often involve rapid bursts of activ-
ity, leading to a surge in detected anomalies. This design
demonstrates a practical approach to deploying AI-powered
anomaly detection for web intrusion detection in real time.
By leveraging Isolation Forest and a domain-informed thresh-
old determination method, the system aims to achieve
efficient and accurate anomaly detection. The algorithm 3
illustrates the Web intrusion detection model using HTTP
access logs.

4) MALWARE ANALYSIS SYSTEM
Malware analysis, which encompasses the investigation
of malicious software’s functionality, purpose, origin, and
potential impact, traditionally requires extensive manual
effort and expertise in software internals and reverse engi-
neering. Our research introduces a novel application that

Algorithm 3 Web Server Logs Anomaly Detection Using
Isolation Forest
Require: Web server log file L
Ensure: Anomaly detection modelM
1: Preprocess data:
2: Read log file L into a DataFrame D.
3: Remove missing values from D.
4: Extract features:
5: IP-level statistics: ip_frequency, Unique_connections_

count, ip_volume
6: URL aberrations: url_aberrations
7: Unusual referrer patterns: unusual_referrer
8: User-Agent analysis: user_agent_analysis (categorical)
9: Out-of-order access: out_of_order_access
10: Standardize numerical features using StandardScaler.
11: Train Isolation Forest model:
12: Create an IsolationForest modelM with:
13: Max samples: N (number of samples in D)
14: Contamination: c (estimated outlier ratio)
15: Random state: r (for reproducibility)
16: Train M on features X in D.
17: Detect anomalies:
18: Use M to predict anomaly scores ypred for new data

points.
19: Mark data points with scores below a threshold as

anomalies.
20: return Anomaly detection modelM

TABLE 5. Malware dataset.

streamlines this process, offering efficient and automated
malware analysis capabilities.

The application development commenced with the imple-
mentation of the code to extract features from training
binaries. Feature extraction involves identifying and collect-
ing pertinent data from training binaries, which are then
storedwithin a Python dictionary. Detailed information on the
dataset used in the study is provided in Table 5. The dataset
used in this investigation, sourced primarily from VirusTo-
tal, presents both advantages and limitations that affect its
applicability in real-world scenarios. Although VirusTotal
offers a diverse collection of malware samples, it may be
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biased toward more commonly reported threats, potentially
neglecting emerging or niche malware types. Additionally,
the temporal relevance of the dataset is crucial, as more
samples may be needed to maintain the model’s effective-
ness against current threats. The ratio of benign to malicious
samples can impact model performance and may result in a
model that over-fits malicious samples, affecting its ability to
generalise well to real-world scenarios.

Regarding generalisability, the effectiveness of the model
can vary between different operating systems, network con-
ditions, and user behaviours, highlighting the need for evalu-
ation in diverse environments. Malware behaviour can vary
significantly between different operating systems, applica-
tion environments, and network configurations. For example,
a model trained primarily on Windows malware might per-
form less effectively on macOS or Linux systems, where
malware characteristics and user behaviour differ. To enhance
practical applicability, ongoing efforts to diversify the train-
ing dataset and adapt to evolving threats are essential to
maintain robust malware detection capabilities. Incorporating
a detailed analysis of the dataset, addressing its limitations,
and discussing the generalisability of the model across dif-
ferent environments enhances the robustness of the research.

Subsequently, a model was trained using the extracted
string features from the samples. In addition to string fea-
tures, the malware analysis system has integrated behavioural
analysis to effectively counter the stealthy tactics employed
by advanced persistent threats (APTs). This includes examin-
ing the features of portable executable (PE) headers, Import
Address Table (IAT) characteristics, and the identification of
callback servers. These elements play a critical role in recog-
nising the subtle behaviours associated with sophisticated
attacks. As part of future work, the malware analysis system
can further enhance its detection capabilities by incorporat-
ing contextual threat intelligence about known APT groups,
including their tactics, techniques, and procedures (TTP) and
associated indicators of compromise (IoC). This integration
will enable the system to make more informed decisions
based on the behavioural patterns and attributes shared by
various malware samples, such as embedded IP addresses,
hostnames, strings of printable characters, and graphics.

By training the detection model on malware used by APT
groups, it can evolve beyond a binary classifier, provid-
ing a more nuanced understanding of threats. This holistic
approach ensures that the malware analysis component is bet-
ter equipped to address the complexities of APTs, ultimately
enhancing its real-world applicability and effectiveness in
defending against sophisticated cyber threats.

Various algorithms were explored during the training
phase, and the most suitable was selected based on evaluation
metrics such as precision, precision, recall, and the F1 score.
To facilitate comparison, Table 6 presents a summary of the
performance of three different algorithms used in the study.

Themodels were trained using Google Colab with T4GPU
acceleration, optimising computational efficiency. In partic-
ular, the application adopts a combined model architecture
to effectively mitigate false positives. The primary model

TABLE 6. Performance comparison of algorithms for malware
analysis.

in this architecture is a random forest model complemented
by a secondary Keras TensorFlow model. Both models were
trained on a dataset obtained from VirusTotal.com, ensuring
comprehensive coverage ofmalware samples. The integration
of a deep learning model as the secondary component aims
to reduce latency in real-time applications, enhancing system
responsiveness, as summarised in Figure 4.

• Random Forest Model: This model provides a relatively
fast initial classification with good accuracy.

• Keras TensorFlow Model: This deep learning model
offers additional refinement, particularly for complex
malware samples.

The deep learning model employs a Long Short-Term
Memory (LSTM) network, a type of Recurrent Neural Net-
work (RNN) well-suited for analysing sequential data like
text as explained in Table 7. Table 6 summarises the archi-
tecture of the neural network used in the malware analysis
system, detailing each layer’s function, the number of neu-
rons, and the activation functions applied. The model begins
with an embedding layer that converts discrete words into
dense vector representations (32 dimensions in this case).
An LSTM layer with 32 hidden units then processes these
sequences. Unlike the embedding layer, each hidden unit
within the LSTM can be considered a ‘‘neuron’’ that learns
and extracts features from the data as summarised in Table 7.
Finally, a dense layer with a single output neuron and a
sigmoid activation function performs binary classification.
This single output neurone leverages the features learnt by
the LSTM layer to predict the maliciousness of the analysed
file. The Algorithm 2 illustrates the cloud-based malware
classification using the LTSM network.

The system, as illustrated in Figure 3, follows a logical flow
that begins when the user uploads a file through the appli-
cation’s user interface. Upon submission, the uploaded file
undergoes initial processing, where its features are extracted
and prepared for classification. Using a pre-trained machine
learning model, the system predicts the probability of the
file being malicious. If the probability exceeds a threshold
of 0.7, indicative of a high likelihood of malicious content,
the system immediately classifies the file as ‘‘Malicious’’
and generates a detailed analysis report in PDF format.
In contrast, if the probability falls between 0.5 and 0.7, the
system invokes aKeras deep learningmodel for further binary
classification. Upon completion of the classification, the sys-
tem produces a comprehensive analysis report, facilitating
informed decision making regarding the security implica-
tions of the file. For files deemed benign on the basis of
the classification results, the system provides a ‘‘Benign’’
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FIGURE 4. Keras model parameters.

classification and presents the analysis outcome to the user
through a web interface. This approach combines the power
of cloud computing, deep learning, and web technologies,
offering a robust solution for real-time malware detection and
analysis with enhanced user accessibility and efficiency.

The versatility of the application enables its utilisation in
diverse scenarios. Firstly, it serves as a web service, allowing
online users to upload executable files for malware analysis.
The application quickly determines the maliciousness of the
files and provides results to users. Secondly, it functions as an
API, facilitating the scanning of storage buckets deployed in
cloud environments. This multi-faceted approach ensures the
broad applicability and practicality of the developed malware
analysis solution, catering to varying user requirements and
deployment environments.

B. SYSTEM IMPLEMENTATION
While prior research has explored the potential of AI/ML for
cybersecurity, most efforts remain theoretical with limited
real-world deployments. This research bridges the gap by
implementing a trained AI-powered cybersecurity system in a
real-time cloud environment. To ensure efficient and scalable
deployment, the system leverages containerization technolo-
gies and is hosted on public cloud platforms such as Google
Cloud and Microsoft Azure.

1) DEPLOYMENT STRATEGY
This research deployed three AI applications in a real-world
cyber security environment to bridge the gap between theo-
retical frameworks and practical implementation.

• Web Intrusion Detection: A single container deployed
on a virtual machine (VM) analyses the Web server
access logs for anomalies. This simple deployment pri-
oritises ease of maintenance for this initial application.

• Malware Analysis: A Flask application, deployed on
Kubernetes Engine, classifies uploaded executable files
(exe) as benign or malware. This containerised approach

allows for easier scaling and updating of the model as
needed.

• Network Traffic Classifier: This application, deployed
using multiple Docker containers on a single Vir-
tual machine, analyses network traffic captured as
PCAP data for real-time attack detection. Container-
isation again facilitates model updates and simplifies
deployment.

The deployment strategy leverages containerisation
(e.g., Docker) for several advantages:

• Scalability: Containers enable for easy scaling of com-
putational resources to meet changing demands.

• Simplified Updates: Containerised models streamline
updates, reducing downtime and improving mainte-
nance efficiency.

• Portability: A single trained model can be deployed
across diverse cloud environments by pulling the con-
tainer image from a central registry like Docker Hub.
This simplifies multi-cloud deployments.

In the implementation of the system, data transmission
is handled with a focus on security and efficiency. Each
web server is equipped with an agent that periodically trans-
fers HTTP server logs to its designated system container
using the Secure Copy Protocol (SCP). This ensures secure
and encrypted transmission of logs, protecting sensitive data
during transfer. For the network traffic classifier, packet mir-
roring is used. All network traffic, including packet payloads
and headers destined for the application server, is mirrored
to the virtual machine (VM) running the network traffic
classifier. This approach ensures comprehensive monitoring
of all traffic, allowing the system to detect anomalies, security
breaches, and intrusions effectively. By mirroring all traffic,
the network traffic classifier can perform thorough inspec-
tions across multiple packets, ensuring that no malicious
activity is missed.

However, it is important to acknowledge the potential
challenges associated with deployment. Although container-
isation offers a robust deployment strategy, real-world imple-
mentation presents potential challenges. A critical factor
is ensuring the throughput of the deployed model meets
the demands of real-time operation. The hardware platform
of the production system (CPU, GPU, memory) must pro-
vide sufficient computational resources to handle processing
demands. Careful consideration of these resource require-
ments is essential to avoid bottlenecks and maintain the
effectiveness of the AI system in a real-time cybersecurity
environment.

The deployment of the system begins with the Network
Traffic Classifier, initially deployed on a single VM instance
to analyse captured PCAP data in real time. To ensure scal-
ability and prevent potential bottlenecks as traffic volume
increases, the system will implement horizontal scaling by
using a load balancer. This approach will distribute the net-
work traffic across multiple VM instances, ensuring efficient
and balanced processing. Vertical scaling will be employed
for the Web Intrusion Detection application, with each web
instance being assigned its own dedicated VM. This ensures
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TABLE 7. Neural network architecture.

TABLE 8. Application scalability.

TABLE 9. Attack simulation results.

focused resource allocation and simplified maintenance, par-
ticularly for handling the growing volume of web server
access logs. Finally, the Malware Analysis application will
utilise a load balancer to distribute file uploads across con-
tainers, with an additional node dedicated to API handling.
Table 9 presents a summary of application scalability within
the cloud environment. This setup optimises scalability and
performance, ensuring seamless file classification and system
responsiveness even under heavy workloads illustrated in
Table 8.

2) CLOUD DEPLOYMENT COSTS AND OPTIMIZATION
Deploying the proposed AI-enabled cybersecurity system
on platforms like Google Cloud and Azure involves costs
related to compute resources, storage, and data transfer.
In Google Cloud, using NVIDIA T4 GPUs costs approx-
imately $0.35/hour, while TPUs range from $4.50 to
$8.00/hour, with preemptible VM instances offering up to
70% cost savings. Similarly, Azure’s NC T4 v3 series starts
at $0.90/hour, with spot VMs providing budget-friendly
alternatives. Storage solutions in Google Cloud start at
$0.04/GB/month for persistent disks and $0.01/GB/month for
archival storage, while Azure offers comparable options at
$0.018/GB/month for standard disks and $0.005/GB/month
for blob storage. Data transfer costs are competitive, with
ingress being free and egress starting at $0.08/GB on Google
Cloud and $0.05/GB on Azure. AI-specific services such as
the Google AI Platform andAzureMachine Learning provide
managed infrastructure and automation, enabling efficient
scaling and cost control. For medium-scale deployments
involving GPU training, real-time monitoring, and mal-
ware analysis, monthly costs are estimated at $500–$1,500,
which can be reduced by up to 30% with strategies such

as preemptible instances, low-cost storage tiers, and man-
aged services. Table 11 provides a comprehensive overview
of the hardware configurations, cloud resources, and soft-
ware dependencies used in our implementation, including
CPU/GPU specifications, memory requirements, and con-
tainer resource allocations to support reproducibility.

By leveraging cloud scalability, containerization, and
infrastructure automation, the proposed system ensures
efficient deployment, seamless model updates, and high
availability. Cloud-based machine learning services further
enhance resource optimization, enabling real-time AI-driven
cybersecurity solutions with minimal operational overhead.

V. TESTING AND RESULTS
A. NETWORK TRAFFIC CLASSIFIER
During development, various machine learning models
were evaluated on the NSL-KDD, CIC-IDS 2017, and
UNSW-NB15 datasets to identify the most effective approach
for classifying network traffic patterns. The Random Forest
algorithm emerged as the frontrunner across all three datasets,
achieving accuracy rates of 90.92%, 99.82%, and 75.64%,
respectively. This significantly outperformed other models,
including Logistic Regression, Decision Tree, KNN, and
Naive Bayes, as shown in Table 2. In optimising the Random
Forest classifier for network traffic classification, specific
hyperparameters were carefully tuned across all three models
to improve detection performance.

We used Gini impurity as a criterion to measure the quality
of the splits, ensuring that the model could effectively dis-
tinguish between classes. The minimum sample split was set
to 2, allowing the trees to split nodes even with the smallest
number of samples, thereby refining decision boundaries for
improved accuracy. The maximum sample parameter was set
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FIGURE 5. Keras model ROC curve.

FIGURE 6. Random forest ROC curve.

to None, ensuring that the models were trained in the entire
training set as illustrated in Figures 5 and 6. Additionally,
a random state was specified for reproducibility, ensuring
consistent results across multiple runs.

The NSL-KDD dataset, consisting of 125,973 training
samples and 22,544 testing samples, was used with its pre-
defined split to maintain consistency with previous studies.
In the case of the CIC-IDS 2017 dataset, which contains
approximately 2.8 million samples, the data was randomly
divided into 80% for training (around 2.24 million samples)
and 20% for testing (around 560,000 samples), ensuring a fair
distribution of attack types and normal traffic in both sets.
Similarly, the UNSW-NB15 dataset, with 175,341 training
samples and 82,332 testing samples, was also used with
its predefined split. The systematic optimisation of these
hyperparameters improved the model’s ability to accurately
classify network traffic, making it robust in detecting network
anomalies.

Following the deployment of the Network Traffic Clas-
sifier application in cloud environments using a modular,
containerised approach, featuring separate containers for
packet capturing and real-time classification of incoming
traffic data, preprocessing and feature engineering were per-
formed within a single container, streamlining the workflow
before classification. The attack simulations were then per-
formed on the application to evaluate its performance.

Table 9 summarises the results obtained from these attacks,
detailing the methods used, the corresponding machine learn-
ing models, and their performance in detecting the attacks.
The results highlight the models’ performance against spe-
cific attacks relevant to the datasets on which they were
trained. A comprehensive evaluation was conducted to assess
the real-world capabilities of the system by simulating var-
ious cyber attacks on resources purposely made vulnerable
and hosted within cloud environments. The testing was car-
ried out using a Kali Linux environment, employing a variety
of penetration testing tools to conduct attacks both remotely
and within the cloud infrastructure. These attacks were exe-
cuted at different stages of the cyber-kill chain to evaluate the
effectiveness of trainedmodels against specific threat vectors.
Overall, the evaluation process effectively demonstrated the
system’s strengths and weaknesses in detecting various cyber
threats, emphasising the importance of continuous refinement
and training of the detection models to enhance their efficacy
in real-world applications.

B. WEB INTRUSION DETECTION
Our research investigated the effectiveness of anomaly detec-
tion for web intrusion prevention. A key parameter, contam-
ination, was explored to determine the model’s sensitivity to
anomalous traffic patterns.We evaluated different contamina-
tion levels (0.01 and 0.001) to assess the ability of the model
to differentiate normal website traffic from potential attacks
illustrated in Figures 7 and 8.

FIGURE 7. Contamination 0.01.

To determine the optimal contamination ratio for anomaly
detection, we conducted an ablation study analyzing its
impact on precision, recall, and false positive rates. As shown
in Table 13, a strict threshold (0.001) minimized false posi-
tives (2.1%) but at the cost of recall, leading to missed attack
detections (82.5%). Conversely, a more lenient setting (0.1)
improved recall (97.5%) but significantly increased false
positives (21.4%), generating excessive alerts. The interme-
diate contamination ratio of 0.01 provided the most balanced
trade-off, achieving a recall of 91.3% while keeping false
positives at a manageable 5.2%. Based on this evaluation,

636 VOLUME 3, 2025



Farzaan et al.: AI-Powered System for an Efficient and Effective Cyber Incidents Detection and Response

FIGURE 8. Contamination 0.001.

0.01 was selected as the optimal threshold for effective
anomaly detection.

Following model training with features extracted from
HTTP logs (as detailed in the methodology section), the
system was integrated and deployed on the Azure cloud
environment. A real-world simulation involved generating
live traffic targeting a public website’s IP address. The
system effectively detected a simulated directory traversal
attack launched using the Nikto tool on port 80. This detec-
tion triggered immediate logging and email notification,
demonstrating the system’s proficiency in real-time intrusion
identification and response.

In addition to simulated attacks, the system underwent
traffic load testing to evaluate its response under various
conditions. A high volume of benign traffic was gener-
ated, during which the system maintained a high detection
rate for regular activities but produced a few false posi-
tives, indicating areas where feature engineering could reduce
noise in benign environments. These findings emphasise that
fine-tuning the web intrusion detection model should be
closely aligned with the specific application being hosted
and the associated business requirements. By understanding
the structure, functionality, and expected usage patterns of
the application, we gain valuable information on the types
of attacks that are more likely to occur. This understand-
ing allows us to generate customised features that improve
the model’s ability to detect these specific threats, resulting
in higher precision and relevance in identifying malicious
behaviour.

C. MALWARE ANALYSIS SYSTEM
Following evaluation of performance metrics, Table 6 pro-
vides a summary of the algorithms tested in the malware
analysis system along with their respective evaluation met-
rics, including accuracy, precision, recall, and F1 score.
This table offers a comparative overview, highlighting the
strengths and weaknesses of each algorithm in detecting
malware accurately and effectively, aiding in the selection of
the most suitable model for specific malware analysis needs.

Furthermore, Figures 5 and 6 illustrate the ROC curves for the
Random Forest and Neural Network algorithms, respectively.
These curves provide a visual representation of each model’s
true positive rate against the false positive rate, helping to
assess the effectiveness of each algorithm in distinguishing
between malicious and benign files. The ROC curves fur-
ther validate the performance of these models, with a higher
area under the curve (AUC) indicating stronger predictive
capabilities.

The Random Forest algorithm exhibited an accuracy of
96%, while the Keras model achieved an even higher accu-
racy of 99%. Early testing revealed limitations in both mod-
els: Random Forest was computationally efficient but prone
to false positives, whereas the Keras deep learning model
demonstrated superior generalization but required signifi-
cantly higher computational resources, leading to increased
inference latency. To address these trade-offs, a hybrid
approach was implemented, leveraging the strengths of both
models. To validate its effectiveness, we conducted an abla-
tion study comparing the contributions of Random Forest and
Deep Learning individually. As shown in Table 12, while RF
offers interpretability and low computational cost, it suffers
from a higher false positive rate. Conversely, deep learning
alone achieves better generalization but at the expense of
increased resource consumption. The hybrid model balances
these strengths, reducing false positives while maintaining
high accuracy and optimizing inference time.

Additionally, the dual-model malware analysis was
deployed as a Flask Application. Practical testing involved
uploading an IRC Bot executable file to simulate real-world
scenarios. The system accurately predicted the presence of
malware and generated a detailed PDF report of static anal-
ysis. Furthermore, the system successfully identified benign
applications, such as an executable Minesweeper game file.

Further testing included automating scans on storage buck-
ets within the cloud, enabling the system to scan and identify
any malicious files stored within these environments. These
scans can be configured according to administrator prefer-
ences, providing flexibility according to organisational needs.
The systemAPIwas tested by sending files to an endpoint and
receiving a JSON response that details whether the file was
classified as malicious or benign. This API integration allows
the malware analysis system to be used in conjunction with
other programmes, enhancing interoperability and scalabil-
ity across different environments. The dual-model approach,
coupled with successful practical testing, highlights the mal-
ware analysis system’s ability to reliably identify and report
on malicious entities while maintaining high accuracy in
distinguishing benign software.

D. CONTROLLED TESTBED EVALUATION
To supplement the benchmark dataset evaluation and pro-
vide a practical assessment of the proposed system’s real-
world effectiveness, we conducted a series of controlled
attack simulations within a cloud-based testbed environ-
ment. This testbed was designed to closely mimic production
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environments by leveraging containerizedmicroservices, net-
work segmentation, and real-time network traffic monitoring.

The testbed infrastructure consisted of virtualized cloud
instances hosting the AI-powered cybersecurity system, with
designated environments for network traffic analysis, web
intrusion detection, and malware classification. Attack sim-
ulations were executed using penetration testing tools such
as Kali Linux, Metasploit, and Hydra, targeting vulnerabil-
ities aligned with the MITRE ATT&CK framework. The
scenarios included:

• Credential-based attacks: brute force via SSH/FTP.
• Network-layer intrusions: port scanning, DoS/DDoS
simulations.

• Application-layer threats: SQL injection, web shell
deployments.

• Privilege escalation and persistence mechanisms.
The system demonstrated strong detection capabilities

under these adversarial conditions, effectively identifying
malicious activities in real time. Notably, the network traffic
classifier achieved a 91.82% detection rate on attack traffic
resembling CIC-IDS-2017 samples, while the Web Intru-
sion Detection System (WIDS) successfully flagged 89% of
anomalous HTTP requests with minimal false positives.
Although deploying the system in a full-scale produc-

tion environment was beyond the scope of this study, the
testbed-based validation provides substantial evidence of its
practical applicability. The modular design and container-
ized architecture enable seamless integration into operational
security environments, ensuring adaptability to evolving
threat landscapes.

VI. DISCUSSION
The results obtained from the testing phase serve as crucial
indicators of the overall effectiveness of the implemented
system. Notably, the Random Forest algorithm used in
both applications demonstrates impressive accuracy in both
multi-class and binary classification tasks. Moreover, the
accuracy achieved by the Keras deep learning model sur-
passes that of the Random Forest algorithm, reaching an
impressive 99%. However, due to its high utilisation of com-
pute resources during the prediction of new data points, the
deep learning model is relegated to a reserve role in the
dual model approach. Incorporating static analysis automa-
tion into the system streamlines processes and saves valuable
time. The static analysis report, which includes the assembly
code of the binary file, provides a comprehensive basis for
further investigation. In summary, the malware analysis sys-
tem, employing a dual-model approach, effectively integrates
deep learning models and reduces false positives.

The network traffic classifier demonstrates significant
potential in improving network security by accurately
analysing real-time traffic and detecting a wide range of cyber
threats. Using Random Forest as the main model provided
strong results, especially with the CIC-IDS 2017 dataset,
where it achieved 99.82% accuracy. This is important as
CIC-IDS 2017 includes modern attack types such as DDoS
and brute force, making the model highly relevant for

current security challenges. The NSL-KDD and UNSW-
NB15 datasets, with their focus on both traditional and
next-generation threats, further validated the versatility of the
classifier.

A key advantage of this system is its modular, container-
ised design, which allows each component, from traffic
capture to classification, to operate independently. This flex-
ibility ensures scalability and efficient deployment in diverse
network environments. The use of containers simplified the
workflow, making it easier to handle large volumes of traffic
while maintaining high detection accuracy. Simulated attack
testing using various penetration tools confirmed the effec-
tiveness of the model, successfully identifying attacks such as
DDoS and infiltration. However, like any machine learning-
based system, its performance will depend on continuous
updates and retraining as new threats emerge. In general, this
research highlights the potential of AI-driven network traffic
classification to provide real-time defence against evolving
cyber threats.

The Web Intrusion Detection System (WIDS) effectively
uses Isolation Forest for real-time anomaly detection inHTTP
logs. Unique features were engineered based on HTTP log
files, further augmenting the system’s capabilities and con-
tributing to its uniqueness. By optimising hyperparameters
such as contamination levels, the system strikes a balance
between detecting attacks and reducing false positives. The
chosen contamination level of 0.01 showed the best results,
offering sensitivity to threats without overwhelming false
alarms. Real-time testing in a cloud environment proved the
system’s effectiveness in identifying attacks, such as a sim-
ulated directory traversal. The lightweight agent and cloud
setup ensured efficient data collection and processing without
straining the servers. Although the system performs well,
defining ‘normal’ behaviour remains a challenge. Continuous
monitoring and updates are essential to keep the model rele-
vant in detecting new threats. This research demonstrates how
AI-powered systems can enhance web security in dynamic
environments.

To overcome bottlenecks and scale the system across large
and complex cloud environments, the deployment techniques
outlined offer a robust solution. For the Network Traffic
Classifier, horizontal scaling with a load balancer is key.
As traffic increases, additional virtual machine instances can
be dynamically added to the pool, distributing the workload
between multiple instances. For example, in a scenario where
a large enterprise’s network sees a sudden spike in traffic, the
load balancer can ensure that no single VM is overwhelmed,
preventing latency or data loss. This not only ensures effi-
cient processing but also maintains real-time attack detection
capabilities across distributed systems. In the case of Web
Intrusion Detection, vertical scaling is more suitable due to
the increasing complexity of web server logs. By allocating
a dedicated VM to each web instance, resource allocation
can be fine-tuned to meet the specific demands of each
instance. For example, high-traffic websites can benefit from
virtual machines with larger CPU and memory allocations,
ensuring that the anomaly detection system continues to
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TABLE 10. Summary of our AI-enabled system contribution to cyber incident response.

TABLE 11. System environment details.

function efficiently without delays or resource contention.
For the Malware Analysis application, employing a load
balancer to distribute file uploads across multiple contain-
ers can address the challenge of simultaneously handling
large volumes of files. Additionally, dedicating a separate
node for API handling isolates the file classification process
from the user-facing API, improving system responsiveness
and scalability. This separation of concerns allows the sys-
tem to handle thousands of concurrent file uploads or API
requests without performance degradation, ensuring that even
in complex environments with heavy workloads, the system
remains efficient and responsive. This modular architecture
of containerised applications effectively addresses scalability
and administration challenges, showcasing the versatility of
container technology in deploying AI/ML applications. The
deployment of various AI/ML applications in containers with
different architectures underscores the flexibility and suitabil-
ity of this deployment method.

While initial results are promising, continuous model
updates and rigorous testing are imperative to ensure effec-
tiveness against evolving cyber threats. Moreover, the scal-
ability of the designed system allows the integration of new
AI/ML models, expanding its capabilities in various cyberse-
curity areas. Deploying all models within a designated subnet
enhances security and streamlines administration, with dif-
ferent cloud providers offering diverse solutions for AI/ML
deployment. A summary of the proposed contribution of the
AI-enabled system to the response to cyber incidents is given
in Table 10.

VII. LIMITATIONS AND FUTURE WORK
The system discussed in this paper presents certain lim-
itations that highlight areas for future improvement. One
significant limitation is that while the system has been
tested against a range of known attack types, it has yet
to be rigorously evaluated under more comprehensive and
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TABLE 12. Ablation study comparing individual and hybrid model performance.

TABLE 13. Ablation study on contamination ratio selection.

diverse real-world threat scenarios. This includes handling
the uncertainties associated with dynamic and evolving
cyber threats, which may behave unpredictably compared
to controlled environments. Additionally, when it comes
to anomaly detection in web applications, distinguishing
between what constitutes normal behaviour and what qual-
ifies as an anomaly becomes increasingly complex as the
volume of data grows. The detection of outliers, especially
when processing large datasets, remains a challenge. Another
area of concern is the occurrence of false positives, where
the system incorrectly flags benign activities as malicious,
which can lead to unnecessary alarms and impact the system’s
overall accuracy.

A qualitative comparison with commercial tools Splunk
and CrowdStrike in real-world scenarios revealed that our
system outperforms these two widely adopted industry
tools. While these systems excel in established rule-based
threat detection, our AI-enabled system introduces advanced
real-time detection and scalability through containerized
deployment. A rigorous, post-implementation evaluation
against these tools, focusing on metrics such as accuracy,
computational efficiency, and scalability, will be conducted
as part of future work to validate our system’s practical
advantages.

Looking forward, there are several avenues for future work
to address these limitations. First, a more comprehensive
set of attack scenarios needs to be incorporated into test-
ing to enhance the system’s robustness against real-world
cyber threats. Continuous training of models using honey-
pot data will be crucial to keeping the system adaptable
to new and emerging attack patterns. To support this, the
exploration of TPU-powered VM instances will enable more
efficient training of deep learning models within the DFIR
environment, overcoming current computational constraints.
Moreover, automating the deployment process will enable
seamless system deployment across any cloud environment,
whether AWS, Azure, or GCP, enhancing the system’s flex-
ibility and responsiveness. The use of this system design
with multiple virtual private networks (VPNs) and Docker
containers provides full control over the design while also
supporting a multi-cloud approach, which is a direction for
future research.

In addition to the outlined future work, another promising
direction is the exploration of how models can be tailored
to meet specific organisational needs. For instance, organ-
isations could benefit from models specifically trained for
phishing detection, which could analyse incoming emails
in real-time to identify potential phishing attempts based
on known patterns and emerging tactics. Similarly, models
could be developed to detect insider threats by analysing user
behaviour across systems. This flexible and model-driven
approach would allow organisations to select and cus-
tomise AI/ML solutions to address their unique cybersecurity
challenges.

Another distinctive feature to investigate is the ability
to update models using honeypot data collected from the
T-Pot platform deployed within the honeypot environment,
as illustrated previously in Figure 3. Within this environment,
a storage bucket is established to facilitate the transmis-
sion of essential log data from the honeypot. A virtual
machine instance, located in the research and development
subnet of the DFIR environment, gathers data and per-
forms data processing and feature engineering. The processed
data are subsequently labelled and uploaded to the training
data bucket. Leveraging this training data, machine learn-
ing models are trained within the cloud environment using
TPU-powered VMs and tested, which results in a new, up-to-
date version of the model that is then pushed to the system.
The type of training data extracted is tailored to the func-
tionality of each model. This paper presents the concept of
the honeypot subsystem, which warrants further investigation
in future studies. By continuously exposing the system to
potential attack vectors through multiple honeypot daemons
and consistently collecting data to train the machine learning
models, this approach ensures that the system remains at the
forefront of threat detection and incident response. Moreover,
it enhances the system’s adaptability to the ever-evolving
cybersecurity landscape.

Finally, expanding the use of deep learning across all appli-
cations within the system will further strengthen its ability to
handle complex and diverse cybersecurity challenges. Since
neural networks have shown tremendous results, as indi-
cated in malware detection applications, it is highly suitable
to introduce neural networks for the network traffic clas-
sifier and the web intrusion anomaly detector and also to
adapt a dual model approach to reduce false positives. For a
visualised perspective highlighting our system contribution,
we elaborated Figure 9, which presents a comparative spider
radar map in terms of novelty, completeness and innovation.
The proposed system offers a comprehensive solution that
surpasses existing approaches and systems in several key
dimensions.
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FIGURE 9. Performances comparison of the proposed
system [48] with related works.

VIII. CONCLUSION
In this paper, we presented a comprehensive exploration
of the practical use of Artificial Intelligence (AI) tech-
niques in the context of cyber security, focusing on their
integration into incident response systems within cloud envi-
ronments. Through the development and deployment of a
cyber threat defence system, including a network traffic
classifier application, malware analysis application, and web
intrusion detection system, we demonstrated the practical
application of AI/ML in enhancing cyber security capabil-
ities. Our research highlighted the potential of AI/ML to
address emerging cyber threats and improve the efficiency
and effectiveness of cyber incident investigations. By deploy-
ing the system on both Google Cloud and Microsoft Azure
platforms, we showcased the scalability and versatility of
AI-powered cyber security solutions in cloud environments.
Through testing on multiple datasets such as NSL-KDD,
CIC-IDS 2017, UNSW-NB15, and VirusTotal samples, Ran-
dom Forest models consistently achieved high accuracy in
detecting a range of cyber threats, while deep learningmodels
offered additional precision despite their higher computa-
tional cost. The modular and containerised architecture of the
system ensures efficient deployment and scalability across
cloud environments, allowing real-time traffic analysis and
threat detection.

Furthermore, the integration of a T-pot for continuous
development of models and the ELK Stack for log gathering
and visualisation, emphasising the importance of compre-
hensive data analysis and visualisation in cyber security
operations. These tools, combined with AI/ML techniques,
offer a holistic approach to cyber security that enables proac-
tive threat detection and rapid incident response. In general,
our findings underscore the critical role of AI/ML in mod-
ern cyber security and highlight the need for continued

research and development in this field. As cyber threats
continue to evolve, the use of advanced technologies such
as AI and machine learning will be essential to stay ahead
of adversaries and ensure the security of digital assets and
infrastructure.
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